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1. Introduction

1.1 Product Introduction

This series supports IPv4 / IPv6 double stack platform, and supports a variety of senior management
functions, including POE management, MAC Table, VLANSs, Port Isolation, Loop Protection, IGMP
Snooping, MLD Snooping, ERPS, DHCP client, DHCP Snooping, STP/RSTP/MSTP, 802.1 x, QoS, port
mirror, LLDP, static routing and NTP etc., 128 static routing and basic QINQ, to provide users with the
perfect solution; At the same time the whole series supports SNMP v1 / v2, v3 (Simple Network
Management Protocol), CLI command line, Web net tube, TELNET mode of Management, make
equipment management more convenient, at the same time, with the ACL control function, attack
prevention function, ensuring secure management.

The series complies with FCC and CE standards, and support 1 channel ac power input. Using the
mute fan, can adapt to work environment temperature range of - 40 °C to 75 °C, also, it can satisfy
the requirements of the various site and provide reliable, economical solution.

1.2 Features
e |EEE802.3, IEEES802.3u, IEEE802.3ab, IEEE802.3z, IEEE802.3ae

e V-Ring looped redundancy technology. Self-healing time for looped network is less than
20ms.

e PoE management, POE load timing restart and on-off.

e IGMP Snooping, Static multicast filtering, MLD Snooping filtering

e DHCP Snooping, protect from ARP attack, attack of illegal DHCP server access
o NTP, easy for real-time synchronization of network time

e Supports SNMP v1/v2/v3

e Supports LLDP

e ACL, enhance the flexibility and safety of network management

e Qo0S, enhance the stability of network

e Port mirror, convenient for online debug

e (Cable testing, convenient for the examining cable length in a project
e STP/RSTP/MSTP, enhance the stability of network

e |EEE802.1Q VLAN, IEEE802.1ad QINQ

e 802.1x authentication to port and MAC

e  Static routing L3 switching technology

e Operation temperature range: -40°C~75°C
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e Storage temperature range: -40°C~85°C

1.3 Overview

Thank you for purchasing our managed switch series, whose software function can be managed,
configured and monitored via embedded Web-based (HTML) interface. By a standard browser, you
can manage switch at any remote site in the network. The browser, as a universal access tool, uses
the HTTP protocol to communicate with switch directly.

1.4 Web Management

Open installed web browser on your PC, input the switch’s IP address like http://Xxx.xxx.xxx.xxx, then
open that URL to login web management.

Note: IP address of switch is 192.168.2.1 by default. So please input http://192.168.2.1 in browser.

When the login window appears, please enter the default username "admin" with password "system".
Then click OK to login.

Windows Secunity -—— It

The server 15216821 o athung for yourr user name and password, The
server reports that it is from 24GFH46

Warning: Your user name and password will be sent using basic
suthenbication on » connecthon that un t secure

' ¢
—" Rermembert my credentials

OK Cancel

Figuse -1 Logim Window

Default User Name: admin

Default Password: system
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1.5 Web-based User Interface

After entering the username and password, the main screen appears as shown in Figure 1-2.

: ‘ ' ' : ! . ' ' 1e ! le Ie " -
pawe s amertett NG 555525050055 ~did A Aas N

vy vy vy EN v.

0o Contigus R e - Maximum | Excessive
oot Frame Size | Collision Mode
sAdemnced Condgure v v
» Securtty Configure . Doe v X x o ol v
»Go's Contgare @ Doen - * . 4 v
» Dagraontscy ® o 2 v % i v
»Mantensrce s . Doen - X ™
& . vy v X x < S
( 1A v x x ad v
7T @ Do o X x & ' v
® Com A v - x 1 v
J . Doe v X x ad v
W @ Do A v X X v
" . Coe A ~ X 4 ol v
12 . Coen A v - x ann o

Figurel-2 Web management Main Page iterface

This Main Page interface includes mainly 3 parts. Here is the description:

Company LOCCY, Panel display; Port indicators, including Pok and Link working status; Language

Part | selection button: |'|-|:'||:r dascursent
Part 2 e Main Menu, lets you secess all the commands and statistics
Part 3 Main Screen, showing configuration detatls

The Web agent displays an image of the Managed Switch’s ports. Different colors mean different
states, they are illustrated as follows:

- 100Mbps linked : “: 1000Mbps linked ; - No link

3
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1.6 Main Menu

Using the onboard Web agent, you can define system parameters, manage and control the Managed
Switch, and all its ports, or monitor network conditions. Via the Web-Management, the administrator
can set up the Managed Switch by selecting the functions those listed in the Main Menu. Following is
short description:

Information & Status - Users can check switch information and working status under this menu,
Network Admin - Users can check and configure related features of network under this menu.

Port Configure - Users can check and conhigure specification of ports under this menu.

PoE - Users can check and configure related features of Power-over-Ethernet (PoE) under this menu.
Advanced Configure - Users can check and configure L2 advanced features under this menu.
Security Configure - Users can check and configure secunty features of the switch under this menu,

QoS Configure - Users can check and configure QoS features of the switch under this menu.

2. Network Management

2.1 IP Configuration

Note: IP address of switch is 192.168.2.1 by default, and the default subnet mask is 255.255.255.0
(24).

Click "Network Admin" > "IP", and the screen will show as:

Pvd DHCP
vaak | Ousssas lanes | Addesss | Mask Lamaah T Add.
SRS S L 23 20 S

:M’“ .,.c.:‘.” 1 19296822 28 2001 1 4
+Qos Conhgure

» Duagnoance

»Manterance

Delete 0000 0 192 1682 3 0 | I

Figure 2-11P Configuration Screen
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Following is description detail about IP configuration:

Paosri Mame

VELAMN

[P DIHCT

[Pvd

1wy

1P Bousles

Display sysiem®s et mame

VLA for for access and management of switch

If emabde, 1t means that W ELAN porl start [P DHCE chient, to dynamically  get 1Pvd

addresses of the swatch, Chherase,  0f woll use swirich s static 1P confieamism

Fallbacki Seconds). means the wmiting timss for switch io et .,1:.||._=.|'|1!-_' IP address wvin
IYHCE, The value ol “07 here mseans mever over the lime

Current Lease, means the [P address get from DHCP

fddress: statie [Pvd address enfered by aser.

Mask | -,':13I':1 static IPvdsubmetmask entered by user

[P Address, Users can inpat the static [Pv6 address

[P Mask, Users can ingiut the stalic [Pvé subnet mask

[Drestimaticn, Lisers can ipuf € he [Pvd address of destination
IF Mask, Users can siatic [Pv4 subnet mask

Mext adilress, Users can input next [Pvd address

Click "Add Interface" to create a new management for VLAN and IP address. Click "Save" to save

settings.

Note: The switch only created VLAN1 by default. If user needs to use other VLAN for switch
management, please first add VLAN in the VLAN module, and add the relevant port to the VLAN.

2.2 NTP Configuration

NTP is an acronym for Simple Network Time Protocol, a network protocol for synchronizing the clocks
of computer systems. You can specify NTP Servers and set GMT Time zone. The NTP Configuration
screens will appear after you click "Network Admin" > "NTP".
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pInformation & Status

+ Network Admin NTP Configuration
«IP Mode Enabled v
. N-D : Server 1
;zmione Server 2
« SysLog Server 3
» Port Configure Server 4
» PoE Server 5
»Advanced Configure
» Security Configure Save Reset

Figure 2-2 NTP Setting Screen

Configuration object and description is:

| Click drop-down menu o select "Enabled” or "Disabled"NTP

| Enabled: Enable NTF mode operation.  When enabling MTI* mode operaton, the ageni
Mode |
Frwards angd transfers NTP MEsEIges betwieen the chients and the server when they are nod
|| the same swba@ doesam
Dasabled: Disable MTP mode operation.
I
NITF Sever

i After input NTP server 1P address, NTP information will be get from that server.

After configuration was set, please click "Save" to save the setting.

2.3 Time zone

Time zone is to set the time of the switch, users can set the time according to their locations. You
can get into the time zone through “Network admin” > “Time zone”, as below figure 2-3.

(844) 200-1945 | sales@zenty.com Page 11 of 77 Copyright © Zenty AV


mailto:sales@zenty.com

pinformation & Status
w Network Admin

P

«NTP

» Timezone Save Reset
.S\"':

System Information Configuration

| System Timezone Offset (minutes) | 50

« Syslog

LConfigembion instrochions

LY e Pelhng Input the time

L hek “sanve™ b ennble vour sethings

2.4 SNMP Configuration

Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the
exchange of management information between network devices. It is part of the Transmission
Control Protocol/Internet Protocol (TCP/IP) protocol suite. SNMP enables network administrators to
manage network performance, find and solve network problems, and plan for network growth.

This switch support SNMPv1, v2c¢, v3. Different versions of SNMP provide different security level for
management stations and network devices.

In SNMP’s v1 and v2c, it uses the "Community String" for user authentication. That string is similar to
password function. SNMP application of remote user and SNMP of the Switch must use the same
community string. SNMP packets of any unauthorized sites will be ignored (discarded).

"Community String" by default for switch’s SNMPv1 and v2c¢ access management is:

1 public _ allow authentication management station o read MIB objects

2. Privale _ allow anthentication management siation to read write and edit MIB ohjects

Trap

Used by the agent to asynchronously inform the NMS of some event. These events may be very
serious, such as reboot (someone accidentally turned off switch), or just general information, such as

port status change. In these cases, switch create trap information and send then to receiver or

network admin. Typical trap includes authentication failure, networking changes and cold/hot start
trap.

MIB

MIB is a collection of managed objects residing in a virtual information store. Collections of related
managed objects are defined in specific MIB modules. Switch uses standard MIB-II information
management module. So, MIB object value can be read by any SNMP web-managed software.
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2.4.1 SNMP System Configuration

You can enable or disable the SNMP System Configuration. Its screen will appear after you click"
Network Admin" > "SNMP" > "System".

pinformation & Status
w Network Admin
. Mode Enabled v
bl Version SNMP v2¢ v
» Tmezone Read Community | pusc

wSNMP
o System Write Community private

o« Trap Engine 1D 00007050171000001
« Communtes
o Users Save Reset
« Groups
o Views
w AZCOSS
e Sysiog
» Port Configure
»PoE
» Advanced Configure
» Security Configure
»QoS Configure
»Diagnostics
»Maintenance

SNMP System Configuration

Figure 2-3-1 SNMP System Setting Screen

Configuration object and description is:

| LY i : Enabled or DesableSMNMP funcion

| Viergion I Click drop-down miesi to select SNMP vle or SNMEP v version

| Blead Cominity | Public: allow suthemtication management station o read MIB obpects

| Write Community | Private: allow authentication managemen station to read and write MIB objects |
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2.4.2 SNMP Trap Configuration

User can enable or disable SNMP Trap function and set configuration. Click "Network Admin" >
"SNMP" > "Trap", then this screen will show as:

»information & Status
i 53 SNMP Trap Configuration

Dysabled v
| SNMP v2c v
| Public
162
| Disabied v
] 3
5
bPort Configure Enabled v]
»PoE !
»Advanced Configure o - ‘
» Security Configure e ———
» QoS Configure SNMP Trap Event
» Diagnostics
»Maintenance C0® L Warm Start L Cold Start

Linkup ™ none " specific ' all switches
“*"Link down *® none ' specific ' all switches
LLDP * none - specffic - all switches

= * O STP L RMON

Figure 2-3-2
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2.4.3 Communities

Users can set the new community’s name through “Network admin” > “SNMP” > “Communities”, as
below figure 2-4-3.

»information & Status 2 , :
< Notwork Adei SNMPv3 Community Configuration

«lP Delete | Community | Source P |  Source Mask |

]

«NTP public
« Timazone private
w SNAP J

« System

- '132

o COmMmunities

e Users

» Groups

o ViBwWe

» ALCRSS
«SysLog

D
o
Lo

(-
o
o

OO
| ¢

oo
oo
oo

Add New Entry Save Resst

Figure 2-4-3 Adding Community

Configuration Instruction:

Comamanity Il 1k name of the new community
Source [P Irpunt [ Pvd sounce sddress
Sepuaree Mask Iespunl [P*wd subnel mask

Click *Save™ o enable your settings

2.4.4 Users

SNMP v3 is using USM (User-Based Security Model) authentication mechanism. The administrator
can set authentication and Encryption function. The authentication is to verify the validity of a
message sender and to avoid illegal user access. Encryption is for encrypting the communication
between NMS and Agents to be bugged. Adopting above two functions, it provides greater security
for communication between NMS and Agent.

Users can set a SNMP v3 account and EncryMode. Click “Network Admin” > “SNMP” > “Users”, as
below:
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o oamanon & Status

& aaa SNMPY3 User Configuration

«Tracore 500074501 TIORO01 _detauh, cter_NoAuth NoPrv_
."‘:‘.:-.-:!W' A New Enwy Seve  Resst

» Tuag

s Comenuntes

s

S
oS

Figure 2-4-4 Adding Users

Engine [0 | Default Valee SHIT501THMN01 . The switch defbult valee 5 recommended

Llner B Ingist 1he mew Sccounl name of SN, I

Three EncryModes, MoAuth, MoPnw |, Auth, NoPnyv |, Awh Priv, choosing by

Secunty Level dropping down the menu
AuthseEntication Prodoeos] Choose for MDS amd SHA
Authentication Password | Iegual the encrypled passward

|:.II'|-2|..':. Protucol | Choose for DES and AES
Privacy Password I Imput the ererypled password

Chick “Save™ o enzhle vour serlfings,

2.4.5 Views

Users can set the visit view of SNMPv3. Click “Network Admin” > “SNMP” > “View”. As below:
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pInformation & Status
w Network Admin

«lP [ View Name | thlm

SNMPv3 View Configuration

«NTP default_view included v
= Timezone
wSNMP Add New Entry Save  Reset

« System

e 1130

« COmmunites

= Users

=« Groups

[eVEas ]

vo &.cesé

- Sy'SLW

Figure 2-4-5 SNMPV3 Adding Views

Configuration [nstruction

Vieews Mame Inpul the aame o Views
Micws [vpe Chooze for inchuded and excluded
ALY Sublnee Inpaut TR} subinee, such as 1.2

“Click “Saving” to enable your settings.

2.4.6 Access

Uses can set an Access to load a built Views. Click “Network Admin” > “SNMP” > “Access”, as below:

raRsve SNMPv3 Access Configuration
o TiMeZore
" | Delete | Group N WMJ_M.
— s delalt_10_group any NoAn No :!nhq!_. " v Nore
:::on “::m, & SOBuR rw Qroup 20y Mo ,',w"'_'- ol L AMESSEL A

e U | v3_fa_QIoup B Auth P V3w v 3 _ow
g=ER ‘
* Tapls 53 New Entry Save  Resat
o Communtes
o Lsars
o Qrougn
o Ves
. 5{{“!
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Confliguration Instnsction

Girouip Mame g the name of group

Socurity Model Chaise for any vl ¥2C wam

[hree EncryModes, BNoAuth, MoPrnve  Auth, MoPrnv,  Awth Pnv, choosing by droppang

Secunty Level dowamn the menu
Resd View Mame Chose the buily views
Wrnle Vierw Mame Chaose the bualt vicws

Click “Save” o enable your scilings

2.4.7 Groups

Users can set Groups to load built Users and Access. Click “Network Admin” > “SNMP” > “Groups”,
as below:

»information A Status

SNMPv3 Group Configuration

w Network Admn
P [ Delete | Security Model | Security Name | Group Name
«NTP " pubie Gefaur_ro_group
Timeson ey e
- ' ",0 e 1 o1 ate defalt rw group
- SNUP
e DML e ro group
- ,'I‘A'?-“ - o
2¢ Drrvadte Cafagit rw_group
.y defau_user cefauit rw_group
o oL Add New Entry Save Reset
o\Views
e ALCOSS
e Sy%0p

Figure 2-4-7 SNMPV3 Groups Load Setting
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Configuration Instruction:

Secunty Maodel Chooese for v v2e usm

Chiose the bualt pccount name. For bail deam name ander v v2e, buali socouml name

Secumity Mame imelier peam

Caroup Mame Input burlt group nanme

Click “5ave” to enable scitings

2.5 System Log Configuration

Users can configure switch’s system log, via following screen after clicking "Network Admin" >
"Syslog”.

»Iinformation & Status
w Network Admin
P Server Mode Disabled v
«NTP Server Address

« Timezone ‘
»SNMP Syslog Level Info v

« SysLog

- DAt Canfinura

System Log Configuration

Save Reset
Figure2-4System Log Configuration Screen

Configuration object and description is:

Emcibled o Dhagble SHAMP Svstem 1 g Tl oo I "Enable” 15 seleciod. swiich wall send Svstcmn
Sene Mok
Laeng v e Sevvcs

Server Address [hefined server [ nddress
T defing kevel of Syamem Log. ehdng
Infg;  Enloamsalion, wanshgs A creoes
Svslog Level :
Warming- wamings snd errors

Error: corom
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3. Port Configuration

3.1 Port Configuration

This page is for configuring port specifications of switch. After clicking "Port Configure" > "Ports", this

screen will appear as:

k::_m ‘ 'M]l.ht Current | Configured | Current Rx | Current Tx | Configured | Frame Size | Collisica Mode
PAGregaten ; 2¢00 v ‘
o ihaan 1 @ Down Ao X X 9600 Mircard w
o Thermal Protecson 2 100k Azta v x xX 200 13card W ‘
o Creen TRt 3 . Ovewn Ao - x X 400 Hcad v |

Figure 3-1Port Configure Screen

Configuration object and description is:

Link Bed color means Link Dowi, green cobis means Link L

Select the port speed and full / kalf duplex mode
"Disabied” means that pon is disabled

"Auio"meaning in full-duplex (FIXX) or half-dupbex meode (HDX) { 1000mbps abways in full-
duplex mosle] aulo negobinde among 10, 100, DD RSThps devices. " Auto” setting allonis the e
Speed

Lix :|u|.-.||:|!|al|l.'..1||}' determine the fasteat serhings for the device connaected, and 1o .u|1|:l|3.' thise
setiings
"IH-X_AMS" means that pont is Ethernet/Optical combo por, and optical por is priomifized.

Other options are |00 HOX, 1058 FOX, D000 HDX, 100M FOX, 10005 FOX, 1000-X

It s o flow control mechanism for a vanety of pon configurations. Full-duplex pons use

Flowy Comdrod B2 3x Mow comtrod, half=luplex ports we backpressure Now comtrol. 11 15 dessblied by defaul

Check o cnable flow control

Maxamurn Frame It is wsed 1o 20 the mazimam frame size for Ethemnet The delfmah setting is 0, w hich is 1o

Sre support Jumbo frames

Click "Save" to store and active settings.
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3.2 Link Aggregation

Users can set up multiple links among multiple switches. Link Aggregation, is a method that tie some
physical ports together as one logic port, to enlarge bandwidth. This switch supports up to 13 groups
Link Aggregation, 2 to 8 ports as one group.

Note: If any port in the link aggregation group is disconnected, data packet that sent to disconnected
port will share load with other connected port in this aggregation group.

3.2.1 Static Aggregation

In this page, user can configure static aggregation of switch’s ports. After clicking the menu "Port
Configure" > "Aggregation" > "Static", followed window will appear for making static aggregation
settings.

Pinformation & Status Aggregation Mode Configuration
P Notwork Admin
| vPonContgure |
«Ports
| eStnc |
sLACH
* Meroning
» Thermal Protechion
« Groen ETamet
Ypok L D x { ] 1 5|26
* advanced Configure "0'"‘0‘ @O(-)@@@O@(-)@@@OOC@(-“@O@@OO‘)(')@
ety Coat 1 (oNoNoNoReoNoRoNoRoloRoRoNoNoNoNoRNoRoRe oo HoNoRoRo o
: 2 oNoNoNoRoRoRoRoNeNoRoRsRoNoNoNOoNoRORGNONONONORONONS
?Qo$ Contigure 3 0000000000000 0O0OO00OOO0O0O0LO0OD0
P Daagnostics 4 oNoNoNoRoNoNeNoNoNoNoRoNoNoNoNoRoNoNoRoNoNaNoRoNoNo,
R 5§ 00000000000000000000000000
6 oNoNoNoRoRoRoNoNoNoRoRoRoNoRoHoRoRoRoNoNoNoRORINO NS
7 O00CO000O00O0O00O0CO0O0CO0OCO00O0O0CCO000O
8 oNoRoRoNoRoNoNoNoRoNoRONONoNoNOoNoNoNoRONoNOoNORONON O
8 Q0000000000000 O0OOCOOOOOOOOOO
10 O0000C00000O0O0O000O000OC0OOODO0OO0OOO
1" oloNolNoNoNoNoloReRoRelloRoNoNoRoNoRoRo e oNoNoRoNoN o
12 QOOCOCO0O000CO0O0O00O00O0C0O0O0O0O0O0O0C0OOO
13 olfofeoNoRoNoRolooNoReNoRoolloNoNoRoRo o o oRooNoNo
(Same) (Reer )

Figure 3-2Port Static Aggregation Configuration Screen
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Configuration object and description is:

Agpregason Mol i . i
Thas parameder is flow hash abgorithm among LAGILink Aggregated Group) pons
Lo IEiraien

Ciraup 1D Slatc AgEregation group I

This switch SuEportsup 1o |:|-i\'_l'||l_ll'n Link Aggregation, T R part ns one group

Pt Mlernlhcrs

Click "Save" to store and active settings.

Note: It allows a maximum of 8 ports to be aggregated as 1 static trunk group at the same time.

3.2.2 LACP Aggregation

Link Aggregation Control Protocol (LACP) provides a standardized means for exchanging information
between Partner Systems that require high-speed redundant links. Link aggregation lets you group
up to eight consecutive ports into a single dedicated connection. This feature can expand bandwidth
to a device on the network. LACP operation requires full-duplex mode. For more detailed information,
refer to the IEEE 802.3ad standard.

Users can create dynamic aggregation group for switches. After clicking "Port Configure" >
"Aggregation" > "LACP", users can set LACP configuration in following screen:

. -
information & Status LACP Port Configuration
? Network Admin
S Port | LACP Enabled | Key | Role | Timeout| Prio
Port Configure 2 2 g < . < 2714
s Ports
| wAggregation ' .’ Auto -~ Active w Fast » 32768 |
Y o Static 2 ] Auto v Active w Fast » J2168
| oLACP | 3 » Auto v Active w Fast 32768
» Mirronng 4 2 Auto v Active w Fast » 32768
» Thernmal Protection - 32768
« Green Ememnat > | Auto v Actave w Fast « 32768 |

Figure 3-3 LACP Conliguration Screen
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Configuration object and description is:

LACF Enable or disable LACP function of that pen
The Kev value incurmad by the porl, mnge [-6553%  The Aulo ssitmg will set the key as
By appropriate by the physical link speed, 10Mb = 1, [00Mb =2, 1Gh = 3. Using the Specific

wziteng, a user-ggelmed value can be entersd, Ports with the same Bey value can pamscipate m

the same agegregotion group, while ports with different keys canm

| The Hode shows the LACE actevity slatus, The Active will transml LACE packets ¢ach

Role

sepond, while Passive will wait for a LACP packet from a pariner (speak if spoken to)

The Tumeowl conirgls the peniod between BPDL ransmassions Fast will ransmn LACP
R

packets cach secomd, while Slpw will want for 30 seconds before sending a LACK packet
Fraim The Prio controls the prioaty of the port, 5 ithe LACP paniner wanis 1o form a larger group

than s supported by this devece then this parameter will conirol which pons will be active and

whuch ports will be an a backup role. Lower number means greater pnory

Click "Save" to store and active settings.

3.3 Port Mirroring

Configure port Mirroring on this page. This function provides monitoring of network traffic that
forwards a copy of each incoming or outgoing packet from one port of a network switch to another
port where the packet can be studied. It enables the manager to keep close track of switch
performance and alter it if necessary.

To configure Mirror settings, please click "Port Configure" > "Mirroring". Then following screen will
appear as:

» "
wicralion & Shatue Mirror Configuration

P Network Ademin
TPortC v Port to mirror o | ! |
oPoct
- Mirror Port Configuration
wAQORSItON

o Stanc [—I—Pll"‘
o LACP
N . 1 |Dizabled »
o Murtoneg

1

2 Enadled
o Theemat Prosection l ot x
o Graen EMeengt i
|

Ex enly w

*Pok

4 Txenly w

Dizabled » |

Figure 3-4 Mirror Configuration Screen

(844) 200-1945 | sales@zenty.com Page 23 of 77 Copyright © Zenty AV


mailto:sales@zenty.com

Configuration object and description is:

o murmor b

Slosle

! Frarmes from pons that kave ether sownce {re) or destination () mirroring enabled are
|
| mrrored on thas port. Detabled disables mirronng

| Select source port mirmor mode

|R.:1 only Frames received on this port are mirrored on the mirmor port. Frames transmitted

| &re not mairrored
[
| Tx anly Frames transmitted on this port are eximmoned on the mirror por, Frames received

|
| are not mirrored

| Dasabled Netther frames transmitted nor frames received are mirrored

|

| Enabled Frames received and frames transmitted are mirrored on the mirror port

| Note: For a given port, a frame 1s only transmatted once. It 1s therefore not possible to

| murror mirror port Tx frames. Because of this, mode for the selected mirror port s imited

i to Disabled or Rx only

Click "Save" to store and active scttings

Note: You cannot set fast speed port(s) mirror to a low-speed port. For example, there is problem if
you try to mirror 200Mbps port(s) to a 10 Mbps port. So, destination port should have equal or
higher speed comparing to source port. Besides, source port and destination port should not be

same one.

3.4 Thermal Protection Configuration

Thermal protection is for detecting and protecting working switch. When switch detected port
temperature is higher that defined temperature, system will disable the port, to protect switch itself.

After clicking "Port Configure" > "Thermal Protection", following screen will appear as:
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Yinformation & Status Thermal Protection Configuration

P Network Admin
r Temperature settings for priority groups
| 'Pog(ionﬁouto ‘
*Ports Priority | Temperature
»Aggregation 8 e —1
= Mirroring % —
58 2
tTnermaJ Protection 1 |258 ¢ ’
«Green Ethemet 2 |255 'C
»Pok 3 [288 L [
* Advanced Configure o,
Port priorities
» Security Configure
»Qos Configure Port | Priority
- O ow
? Diagnostics . ok
» Maintenance 2 0w
3 0 v

Figure 3-5Thermal Protection Configuration Screen

Configuration object and description is:

Tempersture  settings  for | This sawitch suppaort 4 Thermal Protection preority growps, and each of them can have a

prionly groaps difimed EmgeTahire fuf [HIOACCTR0

Port prooritics Detine whech pronity growp that port belong 1o

Click "Save” to store and active scitings

Note: By default, all ports of switch belong to Priority Group O, with protected temperature 225-
degree C.

4. PoE Configuration

Power-over-Ethernet (PoE), means Ethernet network power supply via 100BASE-TX, 1000BASE-T. Its
maximum power distance is 100 meters. By PoE power system, based on Ethernet wiring network of

UTP Cat5 or higher Cable, it can give power to IP camera, VolP phone, wireless AP, as well as
transmit data. So, there is no need to concern about the power wire building, reducing the cost of
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networking building.

PoE power supply system has unified standard, IEEE 802.3af and 802.3at. So, devices from
different manufacturers have no problem in general usage, as long as they are complied with these
standards.

PD, it is defined as powered device in the PoE Power Supply System, primarily including IP camera,
wireless AP, network VolP phone, and other IP-based terminal equipment.

The whole process of PoE:

1. Detection: At beginning, PSE device output a very small voltage, to detect and judge if its linked
PD is IEEE802.3af / IEEE802.3at compliant device. Only if detected that PD is a standard compliant
device, then it will go to next step.

2. PD Classification: After detecting PDs, PSE will classify them and recognize what is the power that
PD required.

3. Power up: When above 2 steps finished, PSE start feeding required power for PD, with 44~57VDC
output voltage.

4. Power supply: PSE provides stable 44~57V DC to PDs, and auto feeding power as requirement of
PDs. Maximum power of single PoE port for IEEE 802.3af devices: 15.4W; Maximum power of single
PoE port for IEEE 802.3at devices: 25.5W.

5. Disconnection: If PD is disconnected or user disable POE from management software, PSE will
quickly(300-400ms) stop powering PD.

In any moment of PSE powering PD process, PSE will stop working and then restart from step1 if
abnormal situation happens, such as PD Short circuit, power consumption is higher than feeding
power, and so on.

4.1 PoE Setting

After clicking "PoE" > "PoE Setting", user can make PoE settings in following screen:

s A Power Over Ethernet Configuration

PNetWOR Admn
sPect Contigere Resarved Power determined by | + =1 Manual
vPok Power Managermeat Mode * Actual Consumption ' Reserved Power
o Pot. Settrg :
Te POk Shedang PoE Power Supply Configuration
« PO St
ot Cosns w
» Securny Conhgure —
»Qo$ Configure PoE Port Configuration
»Dugnostics

»Maintenance [ PoE Mode | Priority | Maximum Power (W] |  Description |

W N -

-
VY9 9 9 99
C A & -2

R R )
2 F 2 T ET =
“ 4 4 4 4 s =

S 2 0 & 0 g o
T MmMMmMMmMmMmMmMmMmMmm

‘
by

Figure 4-1 Pol: Setting Screen
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Configuration object and description is:

This dsailch dapepaaits  moded fod 1eiersal fosier dedermiiil o

Resceved Powe A Swnich nocmateally ssugsal mavrmem foeer of suiich por seconding 1o
deleresingd by doteciod P class. Ahoui FD Class, plewse refer o the 500 af ¢ 502 % defimition
Slamum] - Mansiim resenved powes of the o B CLssmTare by the e,

T'hie wwsich wapgaers 1 modes foa Poswer Managemani
1, Acsual Conusnpion: |n this sode, when e acteal power cosausiplion of all @ |
i pacoedh e dwrich’s power badpel, e lorwesd prsowrity pord will b ahed down, I
Porwer Managemest Nloda | all ports have the same prioeiy. then the ma imum pon sumbsr would by shot dows

I Reserved Power la the mesde, whos the cserved power comusgiion of all the pons
easpods the wweiich’s power bedpet. e poit thal eosnedt e new PI will sl b

rnahiod
Fremdry Poeeér Sugppls Lisers £af sl the o irnam prosary powed of the whole iwilch, Deliuh sfng o
w1 13
Pok Mide This psasich wsppat B0 128 ol and B0 Yo Polt+ hmods. Defaull so®ng n B0 lad
Prioity Defme the presrdy of the Pok pon.  Presray [hem bew o Righ 8 Lew, Figh, Cnbcal
Nlaniriien P W Ii i o dhefimg pori' s mamimam Poser w'ben e st Mlamaal a5 spserved possr

dctermenanie moeske

Chek "Save” b wlere ot aetbive scmngs

4.2 PoE Status

In this page, user can check and look PoE status of all ports, after clicking "PoE" > "PoE Status".

»information & Status
2 Power Over Ethernet Configuration
»Port Configure Resorved Power determined by | + 2.1 Manyal
vPoE Power Management Mode ® Actual Consumption ' Reserved Powes
PoE S.Q'v
« POE Scheduing PoE Power Supply Configuration
» C re -
» Securty Configure 250
»Qo$ Coafigure PoE Port Configuration
» Dragnostics
»Maintenance
1 PoE v Low v 154
2 PoE v low v 154
Y [ Pol o [low * 15 4
4 Pot v Low v 154
5 Pol v Low ¢ 15.4
8 Dok v Low ¢ 154
7 (PoE v Low V| | 15.4

Figure 4.2 Pok Status Screen
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4.3 PoE Scheduling

This series supports PoE scheduling, users can set timing PoE reboot and enable/disable PoE on
time schedule.

Click “PoE” > “PoE Scheduling”, as below:

LI it B L)

PoE Scheduing Configuration
» Ntk Ade

PP Contigere Tos: You will need pot the day of time spdatediby SNTP) before PoE scheduling work as expectation
- ok
g T Wondey_ r T T Wednesdsy | T
»” . . . . . . . . .
2 Advan ot ( wliges aatie - e — Latied ® athea v iea — e * 2
» fecumy Comfigure p. —— " Sastied ¢ - . .
»Gus Configwrs
» Dhagiintn e

M tem gy

Figure 4 3Pok Scheduling

Lyeh Selecuon range: Monday 10 3anday
sl Kestoration bor Mok, Time range: (O H-242080
Frad Tirme range: 0:00-24:06)

5. Advanced Configuration

5.1 VLAN

VLAN (Virtual Local Area Network) logically divide one LAN (Local Area Network) into a plurality of
subsets, and each subset will form their own broadcast area network. In short, VLAN is a
communication technology that logically divide one physical LAN into multiple broadcast area
network (multiple VLAN). Hosts within a VLAN can communicate directly. But VLAN groups can not
directly communicate with each other. So, it will limit the broadcast packets within a VLAN. Since it
cannot directly access between VLAN groups, thus it improves network security.

Click "Advanced Configure" > "VLANs" to see 802.1Q VLAN configuration screen as following:
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Srburmatcn § Sheten Global VLAN Configeration

* Merwork Admen
NS Mo d Bicam VA b )
[ermype bor Costinn Spam | 1
PPok
[Chtesicuton U]l FotVLAN Contipmation
SMAC Tabke
] et ngress T ingress Egresms Adowed Fortidden
- “
1800 - i - - - w 1
Pig g T ' 1 Accedn )
> § Accens W |
':::‘8 | 3 Mosts = i
PrAR frucpeg | 4 Accens w I
olLoe | & MNewmr w '

Figure 5-1802.1Q VLAN Configuration Screen

Configuration object and description is:

Here desplivs created VLAM 11X 181 | by defauls. IF you wani o create new VAN, just need to
add VILAN [[» bere

Adlowed VAN

Etherivpe for This field specifies the etheriype THD (specified i hexadecimal) wsed for Custom S-ports. The

Custom S-ports | setting 15 m force for all ports whose Port Type is set to 5-Custom-Port.

The port meodie (defaull 13 Acoess) determanes the fundamental behavior of the part m guestson. A
por can be moone of three modes as descnbed below

Whenever a partecular msode 15 selected, the remammang felds in that roa wall be eather graved oul
or made changeable depending on the mode in question

Cirayed out fields show the valse that the port will get when the mode is applied

Access pons ane pormally wsed 1o conneet 1o end stations. Access ponts have the following
Mode characteristics:
¢ Member of exactly one WLAN, the Port VILAN (0.ka. Access VILAN), which by defouli is
1
e Accepls untageed and C-lagged frames
#  Dhscards all frames that are not classified to the Access VILAMN
o U oegress all frames classified to the Aceess VEAN ame transmaited untagged . Otlser

{dhynamocally added VI9LANs) are trmnsmiited tgped
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Trunk:
Trunk ports can carry traffic on multiple VLANs simultaneously, and are normally used to

connect to other switches. Trunk ports have the following charactenistics:

e By default, a trunk port is member of all VLANs (1-4094)

e The VLANSs that a trunk port is member of may be limited by the use of Allowed VLANs

o  Frames classified to a VLAN that the port is not a member of are discarded

e By default, all frames but frames classified to the Port VLAN (ak.a. Native VLAN) get
tagged on egress. Frames classified to the Port VLAN do not get C-tagged on egress

o [Egress tagging can be changed to tag all frames, in which case only tagged frames are

accepted on ingress

Hybrid:
Hybrid ports resemble trunk ports in many ways, but adds additional port configuration features.
In addition to the characteristics described for trunk ports, hybrid ports have these abilities:

* Can be configured to be VLAN tag unaware, C-tag aware, S-tag aware, or S-custom-tag
aware

o Ingress filtering can be controlled

o Ingress acceptance of frames and configuration of egress tagging can be configured
independently

Fort VILAN

Dietermines the port's VEAN 1D o ka. PVIDL Allowed WLANs are in the ange | through 4004,
defauli being |

Oin ingress. frames get classafied o thie Pont VEAN of the port ks configured os VEAN unaware,
the frame is untagped, or VLAN awareness 15 enabled on the port, bul the frame i pronty tagged
{VLAMN I = 0},

O egress, fromies classified to the Pord VILAN do not get mgged if Egress Tagging conflguration
i5 581 Lo untag Port VLAN,

The Pan VLAMN 15 called an “Access VAN for ports in Access mode and Mative YILAN for
ports in Trank ar Hybrid maode,

Port Type

Ports i h'!,.lm'u:l miisde nlbow For i:h.l.l:l]:_lp'nE the port type, thot i, whether o frome's WILAN tmg umsad
o classaty the frumse on ingress tooa parbicular YLAN, and of 50, which TFLLY it reacts on.
Likewise, on egress, the Pont Type determines the TPID of the tag, if a tag is requined,

Unaware;
O Engress, all frames, whether carrying 8 VAN fag or not, pet classified to the Port VLAM, and
poaaible tags are not emoved on epFess
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C-Port:

On ingress, frames with a VLAN tag with TPID = 0x8100 get classified to the VLAN ID
embedded in the tag. If a frame 1s untagged or priority tagged, the frame gets classified to the Port
VLAN. If frames must be tagged on egress, they will be tagged with a C-tag.

S-Port:

On ingress, frames with a VLAN tag with TPID = 0x8100 or 0x88A8 get classified to the VLAN
ID embedded in the tag. If a frame is untagged or priority tagged, the frame gets classified to the
Port VLAN. If frames must be tagged on egress, they will be tagged with an S-tag.

S-Custom-Port:
On ingress, frames with a VLAN tag with a TPID = 0x8100 or equal to the Ethertype configured

for Custom-S ports get classified to the VLAN ID embedded in the tag. If a frame is untagged
or priority tagged, the frame gets classified to the Port VLAN. If frames must be tagged on
egress, they will be tagged with the custom S-tag.

Hybrnid ports albow for changing ingress filtenng Access and Trunk ports always have ingress
filiering enahled.

IM ingress filtering is emabled (checkbox s checked), frames classified to a VLAN that the port =
Ingress Filter miol a memnber of gt discarded.

If ingress filtering 15 disabled, frames classified o s VILAN that the port is not a member of are
accepled and forwarded to the switch engine. However, the port will never transmil frames

classified 1o VAN that 1t 15 net 3 member of .

Hybnid ports allow for changing the type of fmmes that are accepied on ingress,

Both tagged and untageed frames are accepied.
Ingress

Acecplamce Tagged Ouly

Omly tageed frames are accepted on ingress. Untagped (rames are discarded.

Untagged Only
Only untagged frames are accepled on ingress. Tagged frames: are dhscanded,

PFoms in Trunk and Hybrid mode may control the tagging of frames on egress.

Egress Tagging | Untag Port VIAN
Frames classified 1o the Port VAN are transmutted untagged, Chher frames are transmattesd with
the relevant ng.
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Albowed VLANs

Ports in Trunk and Hybnd mode may control which VAN they are allowed 1o become members
of. Access ports can anly be member of one VLAMN, the Access VILAN.

The fielf's syntax s identical 1o the syntax used i the Enabled VL ANS field, By default, a Trunk
or Hybrid port will become member of all VLANs, and is therefore set to 1-4094.

The field may be left empty, which means that the port will not become member of any VL AN,

Fodbadden
VILAME

A pont may be configured o never be member of one or more VELANS. This is particulary useful
when dymamic VLAN protocels like MYRP and GVRP must be prevenied from dynamically
adeding ports o VEANS,

The trick i5 o mark such VLAM: ax forbidden on the port 10 question, The syntax 15 adentical o
the synilax wsed mthe Enabled WELANS fiekd,

By default, the feld is left Blank, which means that the pon may become a member of all possible
WLAMNs

Click “Save” to store and pctive settings.

5.2 Port Isolation

Port isolation is for limiting data between ports. It is similar to VLAN, but stricter.

5.2.1 Port Group

This switch support port groups. Members of port group can forward date.

Note: port can belong to multiple port groups. Data can be forwarded among any port that belong to

one port group.

After clicking "Advanced Configure" > "Port Isolation" > "Port Group", then following screen will
appear for making port group configuration:

Pon Group Membership Configuration Atooteh [ [Bafresh |
Q120" belTialenin JRIE ML
O EECEEEEEEEEEEEEEEEEEEEEEEE
Julrte uiefajajelslefajal [“fojejejofojalsjnlajiuia]s !".ﬂ("i

Figure 5-2 Port Group Configuration Screen
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Configuration object and description is:

Port Members Check the corresponding box wo sct them as one pon group

Click "Add New Port Group" to create a new port group, "Delete" to remove corresponding port group,
and "Save" to store and active settings.

5.2.2 Port Isolation

After clicking "Advanced Configure" > "Port Isolation">"Port Isolation", then following screen will
appear for making port isolation configuration:

* rtormanon A St

Port lsclation Configuration Aut) sumesh
P hetwors Adeen
S vt Comiepare - Port - v R —— _..

A IFISTATS[RI7TaTs [W[nva B[S i e N[ B[ H[RIS]N|

b

¥ hdvenced Configure

o MAL Tamee

Figure 5-3 Port Isolation Configuration Screen

Configuration object and description is:

. .
1%t Muspehes Check Box e 88 Soreapondmg pon &8 port Bolaliod, 50 thel they cab pol lorward daka ew

Click "Save" to store and active settings.

5.3 STP

The Spanning Tree Protocol (STP) can be used to detect and disable network loops, and to provide
backup links between switches, bridges or routers. This allows the switch to interact with other
bridging devices in your network to ensure that only one route exists between any two stations on the
network, and provide backup links which automatically take over when a primary link goes down.

5.3.1 STP Bridge Settings

This page allows you to configure port STP settings. After clicking "Advanced Configure" > "Spanning
Tree" > "Bridge Settings", following screen will appear:
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»information & Status X
» Network Admin STP Bridge Configuration

+Por Conigure ==

»PokE Protocol Varsion RSTP v
wAdvanced Configure ‘ 32768 v

« MAC Tatle BT
SVLANS Forward Delay 15

»Port Isolation Max Age 20
« Loop Protection Maximum Hop Count | 20
wSpanning Tree Transmit Hold Count | ©
[« Brsge Settings |
« MSTI Mappng
« MST) Priortes
» CIST Ports Save | Reset
« METI Ports
MPMC Profile
«MEP
«ERPS
MIGNEP Snooping
MPVES MLD Snooping
. LLW
» Security Configure
»QoS Configure
» Diagnostics
»Maintenance

Fagure S<4 Spanning Tree Configurabon Screen

Configuration object and description is:

| Click drop-down menu to sebect STP protocol version, including:
Prosocol Version EH'I'F - Bpanning Tree Projocol (IEEERDE, 1 D;
jlt'.";[l’ - Hapsd Spannmg |ree Prsoool {IEEESOY 1w)

| Controls the bridge priosity. Lower numeric values have better priority. The bridge priority
Bridpe Prioaity { plus the MSTI instance number, concatenated with the 6-byie MAC address of the switch

forms a Bridge ldentifier

Forward Delay (4-30) | Forward Delay setting range 15 from 4 o 30 seoonds Defaul value is 15 seconds

The maximum age of the nformation tansmatied by the Bndge when it is the Rool Bridge

Max Age [G-ddk)
| Wahi values ang in e range & Ly A0 secomls, Delaull valoe s 200
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) | This defines the metal value of remaining Hops for MST] information generated at the
Slaximum Hop Cound (6

| beundary of an MSTI region. It defimes how many boidges a rood bridge can disinbute 115
diky

{ BPDA infoensation. Valid values ane in the range 6 w 40 hops

: e number of BPDL"s a bridge pomn can sepd per second. When excesded. tramsmission of]
Transmat Hobd Count {1- |
{the mext BPDLU will be delayved. Yalid values are in the range 1 1o 10 BPDU's per seeond
L1 |

| Defnmlt value 15 6

Click "Save" to store and active settings.

5.3.2 MSTI Mapping

Users can set the mapping. Click “Advanced Configure” > “Spanning Tree” > “MSTI Mapping”.

»informaton & Status

M nfi n
» Network Admin ST Configuratio
»Port Configure Add VLANS separated by spaces of comma
»Pok
«Advanced Configure Unmapped VLANS are mapped to the CIST (The defaut bndge nstance)
o MAC Tatie Contguut ofion
o VLANS
»Port Isolation Configuration Name B0-1¢-91-02-11-15
» Loop Protection Configuration Revision | ©

wSpanning Tree

sbrogesenngs N —NLORAEE

» MSTI Mapoing

ST Frontes [MSTI | VLANs Mapped
« CIST Ports MSTIY
« MST) Pors
PIPMC Profie ‘ MSTI2
NEFP
«ERPS MSTIS
PGNP Secoping
PFE MLD Snocping MSTH
oLLDP

Figure 5-3-2 MSTI Mapping Setting

Configuration Instruction:

Conliguration Mame S¢t domam name of M3TP
{_'nul'lgl:lr:ltmn Raevisumn St Configuratsn Bevisaom
MSTI Mapping Input the VLAN that need mapping

Click “Save” o enable your seilings
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Note: Please set the same value for configuration name and configuration revision of all switches in
the looped network when set MSTP.

5.3.3 MSTI Priorities

Users can set MSTI priorities, click “advanced configure” > “Spanning Tree” > “MSTI Priorities”

pInformation & Status

MSTI Configuration

p Network Admin
bROE MSTI | Priority
wAdvanced Configure ” = v
=« MAC Table
“VLANS CIST 32768 v
p Port Isolation MSTI1 | 32768 v
= Loop Protection MSTI2 | 32768 v
wSpanning Tree MSTI3 | 32768 v
= Bridge Settings MSTI4 | 32768 v
L S MSTI5 | 32768 v
TOIST Ports | MSTIE | 32768 v
= MSTI Ports MSTI7 | 32768 v

5-3-3 MSTI Priorities Setting

Configuration Imstruetion

MET] Priomties Set the prionity, value ranges @ 0-61440

ek “Rave™ in enable yonr setings

Note: The priority value must be in multiples of 4094, at the range of 0-6144
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5.3.4 STP Bridge Port

After clicking "Advanced Configure" > "Spanning Tree" > "Bridge Ports", following screen will appear:

edormaten § Sann STP CIST Port Configuration
P etwork Aden
Pt Contigure
| * Adeances Conbguy & Mo v 1w NeerBdge v [« 0 Fotond True »
s MAL Tate
oAy
Laa T
TP Reatricted Pointto-
*Pos Craeg Port Pach Cont Priority  Admin Edge | Acto Edge —T# BPOU Guard
o Pad ieaiiton Enables Reolw pont
.,.“' 4o Vo= i ‘ v - - - v { -
i'!cwwq Tres 1 v o » i Roor Edge w le { { Mt »
» Badge Semngs 2 Z hto - I3y Roorldge w 2 [ [ st -
..!’:!!:n  } > st - I~ PoorBdge = ” r N Mite v
AKP
+SRPS 4 - M - M- Your-Fige w o O Mo -

Figure 5-5 STPConfiguration Screen

Configuration object and description is:

5TP Enabled Check to cnable STF function

Conaals the path cost incumed by the porl The Adto selting will 2 the path cost a3 appropriate by
the plysical link gpeed. using the 802 10 recommended valoes. Using the Specifie seting, a user-
Path Costil=Auta) |defined valee can be entered. The path cost is used when establishing the active topokogy of the
network. Lower path cost posts are chosen as forwarding pors in favour of higher path cost poris,

Valid values are in the range | to 2000,

Conbrols the port procsly, Thes cam be used to control pnonty of pons having wlenbical port cost

Prrity
| S abwve)

At Edgge Check box fo 281 corfesponding port as Aute Edge

Restrocted Role | Check box o 521 comesponding port as Besincled Role

Kestncted TON | Check box fo 521 comesponding port as Besincted TOR

Check bBox w emable BPDU Guide. S0 whes pon receives BPDU reception, it will tum to
BPOU Guide ;
Disable Shut Exvan) status
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Padnt-to-point

Controls whether the part connects to a poimt-to-point LAMN rather than a shared medime  This can
be automstically determined, or forced either true or false. Transition 4o the forearding stxc is faster
for point-io-podnt LAMNs than for shared media ( This applies w0 physscal ponis only. Aggregations are
alwarys forced Pomi2 Poiml

5.3.5 MSTI Ports

Users can set MSTI ports, click “Advanced Configure” > “Spanning Tree” > “MSTI Ports”

»information & Status
»Network Admin
»Port Configure
»PoE
wAdvanced Configure
« MAC Table
«VLANS
»Port Isolation
= Loop Protection
wSpanning Tree
=« MSTI Mapping
= MSTI Priorities

(1S pons]

Configuration Instruction:

MST1 MSTI Port Configuration

| Path Cost | Priority |

- Auto v 128 v

MSTI Normal Ports Configuration

Port | Path Cost [ Priority |
" <D v <> Y
1 Auto v 128 v
2 Auto v 128 v
3 Auto v 128 v
Figure 5-3-5 MSTI Ports Setting

Path Cost

| Uised 0 define o meiric, ropresenting the associsted overhead of Sorwasding packets o a specified port

| range | 1o 200K

| st The poat overthead can b aulomatically s or =i B0 g mets valor The default value = ©
: {mnomatic). The lower the mumber, the more likely 0 is fo select the port b forwand the packet

f Commiak the path oo eagurigd by the poel. The Ao seing wall &1 the palh ool a4 appropnate by the

! phrvsical link spesd, using the 202 11 recommendad values, Lising the Specilic sening, & eer-deflaed

| valus san b oniérod. The path cosf o used when establishing the achve iopslogy of he metwork. Lower

i pails cost ports are chosen as orwanding ports = favear of Bagher path cost ports. Valid values are in the

Prissinty Wkeni the ports path erverhead o8 the s, (B prusnily e usad W deculs the eewandsng siate al b pon
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5.4 MAC Address Table

This page allows you to configure Mac address table settings. After clicking "Advanced Configure" >
"Mac Table", following screen will appear.

’ o> e MAC Address Table Configuration
S hetarieb A
Aging Configuration
* Part Configary
Ppot "u"" 'l“"l l‘l.—l "' "."‘i ‘l'—*'
* Advarviod Conipws Al Time > secndy
o WAC Tanie
o LA MAC Table Leaming

PR 13 abon

s Loop Protechon

P g Tree
o
LRrg
Vo AE riprg

slLDW
¥ Socerty Condges
* QoS Configurs
PDiagroatics

Port Members |
viafafasiefv]u]niminjsin]vjsie]a]ejwinini2]nin]n M

Prisctmian o

A Bew Statir Barny

> Sarnt

Frgure 5-6 MAC Address Table Configuration Screen

Configuration object and description is:

| Dhaable Aubomalug
I thie box 15 checked. thin the automatic aging function 15 desahled
Aging
The timme after whach a keamed entry 15 discardied
Mgng Time Hange: 10-1 K0 seconds;
Defauly 306 seconds.
; 1
This switch supports 3 types for MAC Table Leaming
MAL Tobde I, Awato:  port wall aube leam Mog address
Leaming 2 Disable: pon will BOT leam MAC address
3. Secares  pon only forward data of configured statsc MAC address
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Static MAC Table | The static entries in the MAC table ore shown in this @hle. Click "Add MNew Static Entry” fo

Configuration creale a new recoad

Click "Save” w store and active seliings

5.5 IGMP Snooping

Internet Group Management Protocol (IGMP) lets host and routers share information about multicast

groups memberships. IGMP snooping is a switch feature that monitors the exchange of IGMP

messages and copies them to the CPU for feature processing. The overall purpose of IGMP Snooping
is to limit the forwarding of multicast frames to only ports that are a member of the multicast group.

5.5.1 Basic Configuration

After clicking "Advanced Configure" > "IGMP Snooping" > "Basic Configuration", following screen will

appear:

»Information & Status
» Network Admin
» Port Configure
»PoE
w Advanced Configure
« MAC Table
«VLANS
»Port Isolation
= LOOp Protection
»Spanning Tree
»|PMC Profile
= Profie Table
» Address Entry
« MEP
«ERPS
wIGMP Snooping

[ ot

« VLAN
Configuration

= Port Fittering
Profie

IGMP Snooping Configuration

Global Configuration

Snooping Enabled

Unregistered IPMCv4 Flooding Enabled «
Port Related Configuration
[ Router Port | Fast Leave |
- <> v
1 uniimited v
2 unlimited v
3 unlimited v
4 unlimited v
5 unlimited v
6 uniimited ¥
7 unlimited v
8 unlimited v
9 unlimited v
10 uniimited v

Figure 5-7 IGMP Snooping Basic Configuration

(844) 200-1945 | sales@zenty.com Page 40 of 77

Copyright © Zenty AV



mailto:sales@zenty.com

Configuration object and description is:

| Enableor disable the KGMP snooping, The default value is "Disabled”

i Enable: check the box; Disable: do not check the box

Snooping Enabled

Unregistered IPMC v |
: |Check the biox b enable unregestered [PMCwvd Floodhing
Flooding Enabled

[
Specify which ponis act as router psoris. A rouber pot is & port on the Ethernet switch that
Ilv:adt- tovwvarnds the Layver 3 multicast device or JGMP quenier
Riviter Pon ]
[ IF an ggeregateon member pon is selected a3 a router pont, the whole aggregation will act

| 8% & roueT port
|

| .
| Fast beave performs deleting MAC foreand cobry immediately upon receiving message
Fast Leave I

{ fior growp de-registration

Chick “5ave” to store and active settings

5.5.2 IGMP Snooping VLAN Configuration

After clicking "Advanced Configure" > "IGMP Snooping" > "VLAN Configuration", following screen will
appear:

D L S}

S At ICMP Saccping VLAN Configuration Heter

VP (kg e - AN — - o por poge

»out

venrenalill 1 Bl IR~ B I 8 A U L R RS el - A -
:_“::‘ - ADZ N 1P VAN

. - lse  Rawe
S S0anrg T
e FUL Pt
e ite e
o A2owwm [
o
oLEPY
@ f IS Lrocing
elme

VLN

Frgure 5-7 IGMP Snooping VLANConfiguration
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Configuration object and description is:

snaopeng Enatrled il'.||_1I:l|-: the per-%LAN IGMP Snooping. Up o 32 VLANS can be selectad for IGMP

| Snoaping
- | Enable to poin FGMIP Quener election in the VAN, Dhsable v act as an BGMP Non.
Cuerier Ebection
| Chaerier

| Define the IPvd address as source address used in 1P header for IGMP Juerier

| election. When the Cuericr address. is not set, system wses IPva management address of
eener Address i:l:u_' [P interface ssocinted wath thas VAN When the IPvd managemenl ncddress 15 nol

I"'-L! sysbem wses the first avaitable [Pvd management address Ciherwise, system uses a

%pm—dcﬁnm value. By default, this vahee wall be 192,021

Chick "Save”™ to store and active setiings

5.5.3 Port Filtering Profile

Set Port filtering profile, click “Advanced Configure” > “IGMP Snooping” > “Port Filtering Profile”

AN . . IGMP Snooping Port Filtering Profile Configuration

» Network Admin
»Port Configure Port | Filterina Profile |
» POE 1 . ‘L zubo ¥ !
wAdvanced Configure 28 v
« MAC Tadle 1 - .
« VLANS i & - v
»Port Isolation 5 - -
= Loop Protection £ - : .
»Spanning Tree 7 - .
wIPMC Profile 5 - -
« Profile Table 9 o v
= Address Entry 10 & .
s MEP
*ERPS Save Reset
wIGMP Snooping
= Basic
Configuration
« VLAN
Configuration
[« Port Filtering |
| Profie |

Figure 5-5-3 Port Filtering Profile Setting
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Configuration Instruction:

VAN 1D

Enahis ;"-Ihl;'l'll'_. Enable the per-VIEARN H."-i.l’: "':I:-'; 1\;|.|!.' I (LA E] :..' WLAMNS can i"-\.' s lected tor HaMP "Elll-- T

Chuerier | Oaoemier

Etecon } Enahile 1 poin ebP Oaoerier edectios in e VAN Dizabbe oo a0 5s s WP Nos-uenics

Delone the 1Pyvd sdidress as sounce address wsed an [P Beader for FEVP Oucrier cloction

Whn the Oescrier addness 1d nol st system ascs [Pyd management addrcss of the 11 intorfsio assocatod wath this
LRETicT |: 8 RTicT VLAN
When the 1Pyl manapomen! sddeess is mof sel, systemn uses the ficl available 1P mamagement addrosa
Auddress |

(hberwase, systen uses a pre=-defimed value. By default, this valee wall be [92.002

Click “Save”™ to enahle your setting

5.6 IPMC Profile

Users can set the filter multicast list, click “Advanced Configure” > “IPMC Profile” > “Address Entry”

L el B 1 LT}
PRt Adne
» Port Contguns

IPNC Profile Address Configuration

ok

o Advanced Comtguae [ Owlate | Entry Name | Start Addresy ] Ena Adsress

. Yo cr AN
sicamrg Tee y Resal
-

Configuration Instruction:

Entry Mame [nput the name of the group 1o be filtered
Stan Address Input the stam groap address
Emd Addeess Input the end group addness

Click “Save” to enable your setting
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Bind the filter multicast list, click “Advanced Configure” > “IPMC Profile” > “Profile Table

»information & Status
» Network Admin
»Port Confgure

v PoE

» PoE Seting
« POE Screouy Q
o POE Status
w Advanced Configure
o« MAC Tadie
o VLANS
»Port Isolaton
« Loop Protection
»Spanming Tree
v j:-‘}'q" :y.:'. 9
o Protie Tatio
o Address B8y

. ,[IP
» Security Conbgure
»QoS Configure

pDiagnosncs
» Mamtenance

IPMC Profile [zubo] Rule Settings (In Precedence Order)
[ Name & index | Entry Name | Address Range | Action |
[:'_:: 1 19 2256123~225124 Permt v  Enable v

:
L

Add Last Rule

Commat  Reset

Figure 5-6 IGMP Snooping Setting

Eniry Mame
Acton

Lng

Choose created Address Eniry by dropping down the menu
Choose Deny / Penmit

Enahle | D hsabde

5.7 IPV6 MLD Snooping

IPV6 MLD Snooping is a multicast management and control mechanism working on the Layer 2
Ethernet switch When enable IPV6 MLD Snooping, switch receives the IPV6 MLD message by
listening for each interface, to exchange interface and multicast group address mapping
relationship, and according to establish the mapping relationship to forward the multicast data flow.
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5.7.1 Basic Configuration

Click “Advanced Configure” > “IPv6 MLD Snooping” > “Basic Configuration”, to check the
configuration information of IPv6 MLD Snooping.

PR e MLD Snooping Configuration

» Network Admn I ]
»Port Contgure I Giobal Configuration :
»Polf [Snooping Enabled |
v Advaeced Configury Unregustered IPMC 6 Flooding Enabled ¢
«MALC Tabie MLD SSM Range #30 | o8
« VLANS Leave Proxy Enadied
»Por Isciation Proxy Enabled
» LoOp Protection lL
»Spanning Tree FOITR&Isteg Conniguranon
it cadonp [Port | Router Port | Fast Leave | Throtiling |
» Profie Tate . <> v
« ASOress Entry \ ~
o MEFP 1 uamded ¥
+ERPS ' p. uramideg v
MICMP Snocpnyg | 3 unimited v
":V-Lm—'i‘:' ' 4 urimided ¥
; .g.:::w““ 5 wnimited ¢
R 8 urimied ¥
Confguraton 7 umamaded v
0:?;':/'10"'-0 8 uramted v
oLLDP 9 umimded v
» Security Configure 10 unfimited ¥
» QoS Configure
» Diagmostics Save || Reset
»Mantenance

Figure 5-7-1 IGMP Snooping  Basic Setting

Configuration Instruction:

Snooping Erable Enabde’ [hsable IGMP Snoopang

Limregrstened [PMOvH

Flooding Enabbe

Specify which ports aci as rowler poris, A rouler por is 5 por on the Etsaneet swilch that keads cowands the

Laver ¥ emalncast deveeg of ML g

Raomter Pom 10 an EEETEEalion mersier Pt o5 aeloriod a4 & rouler por, ihe whole aggregatsnn will 308 25 0 rouler por

Fant keang Performs deleting MAL forwand gniry immedualely uph sepenving messaps fi grouf de-

Faest leave repetration
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Click “Save” to enable your setting.

5.7.2 VLAN Configuration

Click “Advanced Configure” > “IPv6 MLD Snooping” > “VLAN Configuration”, to check configuration
information of IPv6 MLD Snooping.

srlrmpan & s
:rr\-.-\..l.-'hull 3 LN = [ T p—
vl
= Addebied Mttt [Bwinte | VLANID | Saccping Ensbled | Gusiier Ewction | Compasiing | PR | B | OF [nex] |0 [B1 wech | LLGTR Y wec] | 1R [uac] |

Ay it YA

MLD Snoppeng VLAY Configuration EF Rt

w T

g it

wLLE
¢ iy [ onbgeen
vk o Faga

1 TR 1

§ B

Figure 5-7-2 |PYi6 MLD Snooping Setting

Configuration Instruction:

WELAM L
Secoping Eaable Laable the per-WEAMN MeMP Snoopeng. Llpoie 33 V90EAMN: ¢an be sedecied for 1GMP Sndoping
Cheerier | hpener Fhaciun |

Epable 1o goin MLEF Quener election en the VEAN. Deable fo 2t as an MLD Mos-Cheener

Chek “Save™ o enable vour setting

5.8 ERPS

ERPS (Ethernet Ring Protection Switching), it integrates OAM function and APS protocol. If the ring
network was interrupted accidentally, the fault recovery times could be less than 50ms to quickly
bring the network back to normal operation. ITU-T G.8032 is the first

industry standard for ERPS.
Note: Before enable ERPS, STP of ring port should be disabled.

After clicking "Advanced Configure" > "ERPS ", following screen will appear:
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Padormason & Statue Ethernet Rapid Ring Protection Switching
P Notwors Adren

s [ iy o W P g e oo s | e i T |

oot TDelete 2 ! ! [ L3
¥ Advanced ConBgurns

S MAL Tatle - A Bevw Ring Growp P 7’..'.--7 ,’J:'. i

o ViN

P2 I3 cdados

o L 000 Protecon

Poganrery; Trew

o MEP

sAF3

PGP Thoogeng

Figure 5-8EPRSConfiguration

Configuration object and description is:

King 11} | ERPS Kmng 11}
szt Port E:"«hll'l'.]h.':l ol the part which partscepate m b Emg protection
|
West Port EH'.ln'.'Ihn of the other port whach parscipade in this Bing protection

| Avaitable selection “Major Bing” or “Sub Kmg®
Fing I'».'|'k: | Cnly e case of Mult Bing :||'||'|I1|,':|'.|-:m "sab Ring” is required o configure
| Drefault Ring Type: "Major Ring™. Only if there is mulii ring application, il is required 1o sct

|||I:|;| O ECbed M |,I-|,!-c; | il !'\'l|,|| 1i H Ing "i'l"'l g e, IpbeEre onmeg ||;~J ."'u.u,ll; is l:l'\.:; [0 I,||.,:| LRl : O TS TENES

P
[ In Single Ring application, Major Ring (D) is same as Ring 1D
Major Ring 1D [ ]
| I Ml Ring application, Sub Ring  has to b type as Major Ring 102

|
R-APS VAN =094} | Define VLAN for B - APS VAN

Click "Add New Ring Group "to create a new ERPS ring application.
Click "Save" to store and active settings.

After clicking the number under "Ring ID", it will go to the page for Ring Configuration as following
screen:
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St manon & Ve

eteres Agve

*Port Cantigure

et

A )
o MAL Tamwe

oL

Wt ey

D e
¢ igancang "we
otk ¥
oty
"
sue

* Sevm vy Cordpa v

*Qus Configre

S Dagroen: o

Configuration object and description is:

WTRIW an o Resione)

e 112

Reverive

VLA

EPLEole

KPL Fomn

conlig

Rapgid Ring Config

Instance Data

uraticn 1

[Ring 10 [ Eaet Pors | Wows Port | Eant Part SF MEP | Wast Port 57 WEP | East Port APS WEP | Wowt Port APS WP | Ring Thoe |

Instance Configeratice

RPL Configurason

EavtPort | Wew Pon
Recenve
A

Recelve
s

[

Nar g

Available selection: 1-12min

[Befauli

Figure SS9EPRS Ring Configuration

Chek Click drop-gown menu ko sebect

I man

Check 1o enable Reveriive siates of R-APS

Alter elicked "VLAN

WTE tme tor B-AFS

condig ®, it will go the page of Rapid Ring YLAN Configuration

Clhick drop-down menu to select “Mone®, "EPL Cawner®, or "EPL Neighbor” role

Click drop-down menu to schect “None”,

Chek “save” to sbore and active setlangs

*Easi Pon®, or “West Pon®

After clicking "VLAN config", it will go the page of Rapid Ring VLAN Configuration as following screen:
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Pinformation & Status Rapid Ring VLAN Configuration 1

P Network Admin
Delete | VLANID
?port Configure 0 -
YpoE
» Advanced Configure [ Add New Entry |[Back)
« MAC Table

o VLANS

Figure 5-10 Rapid Ring VLAN Configuration

Click "Add New Entry" to create a new entry. Click "Save" to store and active settings.

5.9 LLDP

Link Layer Discovery Protocol (LLDP) is used to discover basic information about neighboring devices
on the local broadcast domain. LLDP is a Layer 2 protocol that uses periodic broadcasts to advertise
information about the sending device. Advertised information is represented in Type Length Value
(TLV) format according to the IEEE 802.1ab standard, and can include details such as device
identification, capabilities and configuration settings. LLDP also defines how to store and maintain
information gathered about the neighboring network nodes it discovers.

After clicking "Advanced Configure" > "LLDP", following screen will appear:

SURITIEIA T S. LLDP Configuration
L
LLOP Parameters
FPort Configuen
Yoot I E—
* Adverc wd Cortipae TuMoM ¢ Sl
oMAC Tatle TxDwlay secondsl
Sl Tx Relnbt - Y oIN
PPont nateon .
oLocp Prvmcnon LLDP Port Configuration
PSoavang Tres
v ‘
et Bor | ode -
[ e ) U - - <) =] Fl it
r~ -~ ! - -
{ Oul!:‘{ 1 bl w =) =) = 5 = |
¥ Secunty Configure | 2 Dbl w 2 & I I @ I
YOt Coniare 3 Padled w 7] =] - 2 2
| 4 usabled w = ‘ol %) & = .
e et 5 [urebled w g 5 B &2 @
* e wenance § Jundled 9 ) =) & & &2 |

Figure 59 LLDPConfiguration Screen
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Configuration object and description is:

Here allows the wser io inspect and configure the cument LLDP port seiiings:
¥  Tx Interval: Transmission Interval Time

LLIDPF Parameters | = Tx Hoeld: Held ume Mulopher

& I'x Delay: Tranemi Delay Dime

F  Tx Hemii: Transmit Remit Time

weboct LLIDP messages trunsmil and recerve mesdes bor LLLIDP Protocol Data Linats, Options are Tx
Mo e
only, Bx ﬂnl:-.'_ Enabled. and Disahbled

To configure the information inchuded in the TLY field of advertised messages. When followed

option 15 chiocked, |:-i|-:|1'¢:s|:-n-:|1|.1|113 informabion will be mcloded m LLIDP informatson ransmidted
& Por Deser: Ponl Desermpdssn

Optionad TLYs | *  Sys Name: Sysiem Mame

= Sys Deser: System Diescription

F Bz Copa: Swsiem Capability

= Mgmt Addr Management Address

Clhck "Save™ 1o slore and active sefiings

5.10 Loop Protection

Loop protection is to avoid broadcast loops. After clicking "Advanced Configure" > "Loop Protection”,
following screen will appear:

»
BEaaben R Siatee Loop Protection Configuration
P Notwors Admn
P Contoure i Corers semon §
» —
St Enable Loop Protecsion | Disatle v
['mm__"__;c_ahl___mg_] Transmission Time s seconds
SMAC Tatie Shutdown Time 180 seconds
o YLANS |
PPt isolason
< e ! | l‘m M “
PSpanning Tree 2 — ] x
| ) v v
.;’i:‘. 1 a Shutdown Port w Ensble w»
Ad <
MCAF Snooping 2 ] Shutdown Pozt and Log w» Disadle w
oLLDP | ) Loeg Only v Ensbie w

Figure 5-10 Loop ProtectsonConfiguration Screen

(844) 200-1945 | sales@zenty.com Page 50 of 77 Copyright © Zenty AV


mailto:sales@zenty.com

Cilakal I:,'..lnl-l.plr:.ulnu

Enable Loop Protection: click drop-down menu o disable or enable  Loop Protection;
Transmszion Time:  enter a number 1o sel Loop Protectionlnterval Tims;

Shutdown Time: enter a number 1o 221 pon Shuwdown Time

Enable Check to enable comesponding pont loop prodecien

Action lake when the [l detected |l.l|.1|:l [here are 3 Iyped of action fof users to seleet
Agthion

Shutdown port, Shutdown port and | oL, 1 og Cinlw
I'x Mode T'o enable or disabhle Tx

Chick “Save” o store and aclvg sebimmgs

6. QoS Configuration

Quiality of Service (QoS) is an advanced traffic prioritization feature that allows you to establish
control over network traffic. QoS enables you to assign various grades of network service to different
types of traffic, such as multi-media, video, protocol-specific, time critical, and file-backup traffic. This
function n can not only reserve bandwidth, but also limit other traffic that is not so important.

6.1 QoS Port Classification

After clicking "QoS Configure" > "Port Classification", following screen will appear:

Minformation & Status
P Network Admin
Port Configure

*Pok

? Advanced Configure
» Security Configure

w
[ QoS Configure |
|» Port Classification |
» Port Policing
= Pornt Scheduler
= Port Shaping

QoS Ingress Port Classification

Port | CoS | DPL | PCP | DEI | Address Mode
PO Ow  Ow Ow O v
1 0w 0% 0w |1 s Source v
2 1w 1w |1~ |0« Destination v
3 2~ |0s (2% 0w Source v
4 3w 0w 3~ 0w Destanation v
5 4w 0w 4% 0% Source v
6 5% |0v 5% 0w Source v
7 6~ |0vw |6~ |0s Source v
8 Tv 0w 7T 0% Source -

Figure 6-1 Port ClassificationConfiguration Screen
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Configuration object and description is:

Controds the default class of service, mnging from O {lowest) to 7 (highest)

All frames are classified to n CoS. There is 8 one io one mapping between CoS, quewe and pnomty

A Co& ol (| zera) has the lowest prity

CiaS
I'hee classihied Cok can be overruled by o (UL entry
Mol IF the default Co3 kas been dvnamecally changed, then the actual defanll Cok s shown in
parentheses after the configured default CoS
Controls the default drop precedence bevel
| ¥E¥] All frames are clasafied o n drop precedence level
I'hee classihied [3PL can be overruled boya OO emiry
Contrels the default PCP valuee
ik All framses are clasafied oo PCPF valye
1
If the pont is VLAN aware and the frame is tagged, then the frame is classified vo the PCP value in
the tig. Caberavise the frame is classified 1o the default PCP valse
Controls the default DED valpe
All framses ane classified o a DEI value
[¥El

If the port is VLAN aware and the frame is togged, then the frame is classified to the DEI value in

the tag. CRherwise the frame 15 classified 1o the default DED value

The IFMALC address mode specilying whether the QCL classification must be based on source
(SMACTEIP) or destination {DMACTIF) addresses on this pon. The allowed values are
source: Enabie SMACSIF malching,

Destination: Enable DMACTIP matching

Address Mode

Lhick “Save” to store and active setiings

6.2 Port Policing

After clicking "QoS Configure" > "Port Policing", following screen will appear:
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Pinformaton & Status

QoS Ingress Port Policers
Plotwork Admin
Pt G rﬁmbhd] Rate | Unit jmm
> » 500 (O 0
*Pok 1 = 500 |xbosr ¥ =
* Advanced Configure 2 O 500 Mpsr v N
¥ Security Configure 3 ™ S00 fps = 2
¥ QoS Configure 4 { 500 | kfps -
e Porl Clas siicaBion 5 0 500 | Mipr w 1
kPoPokang | . ! 500 kipr w [

Figure 6-2Port PolicingConfiguration Screen

Configuration object and description is:

Enabled Check the box  to enable Part Policing

Controls the mbe for the policer. The default salue 15 500, Thes valoe 15 restncied b [0k
Rale P00 when the "Unit™ is "kbps® or "fps®, and it is restricted to 1-3300 when the "Unid® is
“Mbps™ o "kips”

Controls the unil of measure for the policer rale as kbps, Mbps, ps or kips . The default value

is "khpe”

LIt

If flow control is enabled and the port 15 10 low contrel moede, then passe frmmes one sent
Floaw Control

instead of discarding frames

Click “Save” to store and active settiings

6.3 Storm Control Configuration

After clicking "QoS Configure" > "Storm Control", following screen will appear:

Pirdormeton & Sistes Storm Control Configuration

[Frame Type | Ensbie | Rate 55|

Uncam ]

* Metwvon s A
Moo Contipue

PPt Marcaw - HNK v |
? Advanc od Conbare Boadcamt 7 N v |
¥ Secenity Contgure

¥ 0os Conbipure
ol o Clat e aton
o Pont Posong
o Pon Schedgie
o Pon Shapny
« Q08 Conkrot Lint
Stm Conket |

save | | Bager |

Figure 6. 3Pon PobicingConfiguration Sceeen
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Configuration object and description is:

Frame vpe This switch supporis 3 kinds of Frame Type: Unicast, Unknown Multscasi, Broadcasi
Enable Check the box o enable Storm Control

The rabe uni 1% packets per second (pps), Valsd values are:l, 2.4, 8, 16, 12 6l 125 256, 512

Rateipps)
TK. 2K, 4K, BE, I6K, 32K, 64K, 128K, 256K, 512K or 024K

Chek “save”™ W slore and aclve sellings

7. Security Configuration

7.1 Password

To change system login password of the switch, please click "Security Configure" > "Password”.

Pinformation & Status System Password

P Network Admin
*Port Configure Old Password
New Password
YpPoE
Confirm New Password
» Advanced Configure
¥ Security Configure | Save |
« SSH
«HTTPS

= Port Security Limit

Figure 7-1 System Password Configuration Screen

Click "Save" to store and active settings.

7.2 802.1X

In the 802.1X-world, the user is called the supplicant, the switch is the authenticator, and the
RADIUS server is the authentication server. The switch acts as the man-in-the-middle, forwarding
requests and responses between the supplicant and the authentication server.

Frames sent between the supplicant and the switch are special 802.1X frames, known as EAPOL
(EAP over LANs) frames. EAPOL frames encapsulate EAP PDUs (RFC3748). Frames sent between the
switch and the RADIUS server are RADIUS packets.

RADIUS packets also encapsulate EAP PDUs together with other attributes like the switch's IP
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address, name, and the supplicant's port number on the switch. EAP is very flexible, in that it allows
for different authentication methods, like MD5-Challenge, PEAP, and TLS. The important thing is that
the authenticator (the switch) doesn't need to know which authentication method the supplicant and
the authentication server are using, or how many information exchange frames are needed for a
particular method. The switch simply encapsulates the EAP part of the frame into the relevant type
(EAPOL or RADIUS) and forwards it.

When authentication is complete, the RADIUS server sends a special packet containing a success or
failure indication. Besides forwarding this decision to the supplicant, the switch uses it to open up or
block traffic on the switch port connected to the supplicant.

The IEEE 802.1X standard defines a client-server-based access control and authentication protocol
that restricts unauthorized clients from connecting to a LAN through publicly accessible ports. The
authentication server authenticates each client connected to a switch port before making available
any services offered by the switch or the LAN.

Until the client is authenticated, 802.1X access control allows only Extensible Authentication
Protocol over LAN (EAPOL)traffic through the port to which the client is connected. After
authentication is successful, normal traffic can pass through the port.

This switch supports 802.1X port-based authentication. In this page, user can configure 802.1X.
After clicking "Security Configure" > "802.1X", following screen will appear:

Network Access Server Configeration

Syviem Confguraten

St Contigpen

ok e '

Y hdonced Conbgure ;!_-.'._‘_‘_;-Lﬁ

" Socumy Comtgue ]
A
L

Port Conlgerstion

[Pea] idelstuis | Feniem | _Rewan

Configuration object and description is:

Here, user can enable or dizable 3021 X or Re-authentication, as well as set Ke-nuthentication

Sysiem Configaration
Permod | EAPOL Timeout [ Aging Penod | Hold Time

Click drop-down menu o select a Admin Saie, Available options: Force Authonzed, Foree
Port Conliguralion
Unauthornzed, 802.1X%, Mag-based Auath

Chek “Save™ o store and active sethings
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7.3 DHCP Snooping
7.3.1 DHCP Overview

DHCP protocol is widely used to dynamically allocate reusable network resources, such as IP
address. Typical process of DHCP to obtain IP is as following:

DHCP Server
DHCP Client
H \
¥ 7
‘......:.'. .................................................................................................... - p
i1
: 2. DHCPOFFER
e e e e te e s e ¥
1 3. DHCPREQUEST

4 DHCPACK

DHCP Client sent DHCP DISCOVER message to DHCP Server, if Client did not receive respond from
server within a period of time, it will resend DHCP DISCOVER message. After received DHCP
DISCOVER message, DHCP Server will assign sources (IP address for example) to client, and then
send DHCP OFFER message to DHCP client.

After received DHCP OFFER message, DHCP Client send DHCP REQUEST to ask for server lease, and
notify the other servers that it has accepted this server to assign addresses.

After received DHCP REQUEST, server will verify whether resource can be allocated. If OK, it will send
DHCP ACK message; If not OK, it will send DHCP NAK message. After receiving DHCP ACK message,
start using the source which server assigned. If received DHCP NAK, DHCP Client will resend DHCP
DISCOVER message.

7.3.2 About DHCP Snooping

The addresses assigned to DHCP clients on insecure ports can be carefully controlled using the
dynamic bindings registered with DHCP Snooping. DHCP snooping allows a switch to protect a
network from rogue DHCP servers or other devices which send port-related information to a DHCP
server. This information can be useful in tracking an IP address back to a physical port.

Command Usage:

o Network traffic may be disrupted when malicious DHCP messages are received from an
outside source. DHCP snooping is used to filter DHCP messages received on a hon-secure
interface from outside the network or firewall When DHCP snooping is enabled globally and
enabled on a VLAN interface, DHCP messages received on an untrusted interface from a
device not listed in the DHCP snooping table will be dropped.

o Table entries are only learned for trusted interfaces. An entry is added or removed
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dynamically to the DHCP snooping table when a client receives or releases an IP address
from a DHCP server. Each entry includes a MAC address, IP address, lease time, VLAN
identifier, and port identifier.

o When DHCP snooping is enabled, DHCP messages entering an untrusted interface are
filtered based upon dynamic entries learned via DHCP snooping.

e If a DHCP packet from a client passes the filtering criteria, it will only be forwarded to trusted
ports in the same VLAN.

o If a DHCP packet is from server is received on a trusted port, it will be forwarded to both
trusted and untrusted ports in the same VLAN.

e |f DHCP snooping is globally disabled, all dynamic bindings are removed from the binding
table.

7.3.3 DHCP Snooping Configuration

After clicking "Security Configure" > "DHCP” > "Snooping Setting", following screen will appear:

Pitormation & Status DHCP Snooping Configuration

P Network Admin
Snooping Mode | Erabled
* Port Configure I ] I
PPoE
»
Advanced Configure Port Mode Configuration
¥ Security Configure
e Password Port| Mode
«SSH 1O
«HTTPS 1 [ Trusted
« Poet Security Limit 2 Untrusted
« 802 1X
PACL 3 [Trusted w
W 4 Trusted «
—_-Sno;pcng 5 Trusted w
B!mg—" i 6 Untrusted w
» Snooping Table 7 [ Trusted w
'g’:;;‘:; 8 Trusted w
MPAMAC Source S [rasted B
Guard 10 Trusted

Figure 7-3DHCT Snoopang Coaliguratson Screen
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Configuration object and description is:

DHCP Snooping Mode | Click drop-down menu to enable or disable DHCP Snooping

| Indicates the DHCP snooping port mode. Possible pont modes ane:
Port Mode Trasted: Configures the pon as rusted source of the DHCP messages

| Umtrusted: Configures the pont as antnisted sownce of the DHCP messages

Click "Save" to store and active settings.

7.4 1P & MAC Source Guard

IP & MAC Source Guard is a secure feature used to restrict IP traffic on DHCP snooping untrusted
ports by filtering traffic based on DHCP Snooping Table or manually configured IP Source Bindings. It
helps prevent IP spoofing attacks when a host tries to spoof and use the IP address of another host.

7.4.1 Port Configuration

In this page, user can make IP & MAC Source Guard Port Configuration. After clicking "Security
Configure" > "IP & MAC Source Guard" > "Configuration", following screen will appear:

Yindormanon & Status IP Source Guard Configuration

P Notwork Admen
[M] Dizabled » ]
? Port Configure
PPok Translate dynamic to static
» Advanced Configure
¥ Security Configure
T ePassword Port Mode Configuration
*SSH
«HTTPS Port | Mode | Max Dynamic Clients
* Port Secunty Lime s Sl < ==
0
*802.1 Dizabled » Unlimited -
PACL
2 Dizabled v Unlinited v
POHCF
- ' 3 Dasabled v Unlimated -
wIPAMAC Sowrce 4 Disabled » Unlimated -
Guard |
T r—— 3 5 Disabled v Unlimated v
o Configuragson)|
.-Sbac Tabée 6 Dizabled v Unlimited ~
PARP Inspection 7 Dizabled » Unlinmited v

Figure 74 1IPEMAC Guard- Pont Coafiguratbon Screen
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Configuration object and description is:

Calobal Masde

Port Mode

Slax Dvnamee Chents

Clhck drop=gown menu to enahle or disable Global IPEMAL 3ource (iuard function

Click dmp-dml.n menin o enghle or dizable the [PEMAC Saurce Guard fanction for

comesponding pon

Clack lep-u,'h'-wn meny o select Max Dhvmamac Chients. Aovmlable options: LUnlemeed. 0. 1. 2

Click "Save" to store and active settings.

7.4.2 Static Table

In this page, user can manually set Static Table of IP & MAC Guard to fulfill controlling function to
port. After clicking "Security Configure" > "IP & MAC Source Guard” > "Static Table", followed screen

will appear:

Fintormation & Status

Friatwork Admin
¥paort Confgure
.'PEE

Fadvanced Configune

* Secimity Configure

IEESE?H{ITI:
» 55H
s HTTPS

= Fon Ssourity Lirm

# B0 1K
kAL

F IPEIRAL Source
Guard

» Configurabion
| = Sialic Table |

k&RF Inapection
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Static IP Source Guard Table

| Delete | Port [VLANID|[ IP Address |

MAC address

ComeJlie T 7

[ #3d Wew Entzy |

(Save] [Baset ]

Frgure 7-5 Statec TableConfigaration Scnocn
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Configuration object and description is:

| Pon Click drop-down menu to select wikich port should be fixed
VAN Type VLAN 1D that should be fixed to

i 1P Address -I:l.'ru.' 1P Address that should be hxed o

i MAC Address Type Mac Address that should be fixed 1o

Click "Add New Entry™ button fo create o new regond

Click "Save" to store and active settings.

7.5 ARP Inspection

Dynamic ARP Inspection (DAI) is a secure feature. Several types of attacks can be launched against a
host or devices connected to Layer 2 networks by "poisoning" the ARP caches. This feature is used to
block such attacks. Only valid ARP requests and responses can go through DUT.A Dynamic ARP
prevents the untrust ARP packets based on the DHCP Snooping Database. This page provides ARP
Inspection related configuration.

7.5.1 Port Configuration

User can make port configuration in this page. After clicking "Security Configure" > "ARP
Inspection” > "Port Configuration", following screen will appear:

» .
WIRatn & S ARP Inspection Configuration
Plietwork Admin i
[Mode | Disabied v
Y Port ConBigure
ot iranzlate &manic 1o FIatic
P Advanced Configuee
¥ Secunity Condguere
T ePassword Port Mode Configuration
534
«HTTPS | Mode | Check VLAN | Log Type |
o Port Secusty Lima . o R’ v
P
eyeats Pizsabled ' Disabled » Noze w
PACL
2 Inssdbled » Dirsbled » Koo w
WOHCP -
J Disedled ¥ Disabled & Foemr w
.f&uu: Scurce 4 Dizadled w Disabled & | J ) -
Guara
Dizsabled v Disabled & Rocm v
< ARP nspechion o
6 Dizabled v Dizabled & Nera v
TePort
Corbourance T Disabled » Disabled w Nowm v
o VLAN § Disadled ' Dissbled & Nove

Figeee 7-6 ARP Inspecton Pont Configuration Sceeen
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Configuration object and description is:

alobal Mode

Chck drop-down mena ioenable or disshle Global ARP Impu;'.;lmn

Port Mode

Chek drop=down menu toenable or disable porisbased AEP Inspection

Check WVLAN

If you want o mspeet the VAN confhiguration, you have to enable the setting of "Cheek VLAN"
The defauli setting of *Check VLEAN® is disabled, When the seiting of "Check YLAN® is disabled,
the log tvpe of ARF Inspection will refer o the port setting. And the settmg of "Check VAN 1s
enabled, the log pype of ARP Inspection will fefer to the VLAN setung. Possihle settimg ol "Check
VLAN" are

Enabled: Enable check VAN operation

Ihsabled:. [nsable check VAN operatson

Log T'ype

: Cindy e Gabodba] Mode and Pom Maode on a grven pon are enabiled, and the settima of "Check
VEAN" 15 dsabled, the log type of ARP Inspection will refer 1o the port settimg. Theere are four log
I types and possible types:

| e Log nothmg

l[h:rlg.r Log denied eniries
| Perminl: Log permatied cninies

!M.,L Log all entries.

LChck “Soave™ to store and actie setimgs

7.5.2 VLAN Configuration

After clicking "Security Configure" > "ARP Inspection” > "VLAN Configuration", following screen will

appear:

S rdormascn & State
Phetws Avrey
¥Punt Configure
it

P Asvarced Corfiguare

* Secwny Conlpne
sPastmoed
. ST
SMTTRS
o Pot Secwre, (ot
o2 U
[T
oy
SF LML Sowrte
ome
CARP rapecson
: o Pont
Condgumon
-V |
Condpuaton |
A'-_:»“uh 1
o Dymamne Tate

Figese

VLAN Mode Configuration

St e VLAN weh 0 S P I8
[ Delete [VLANID| Log Type |

Add Bew Btry |

| 3w | | Keawr

T8 ARP bpestom VLANCsafiguraton Somee
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Configuration object and description is:

VELAN D Incscates the 113 of this particular VAN

Lhek drop=down meno i enable or deable port-hased ARP Inspachion

Specify ARF Inspection is enabled on whisch Y LANs, First, you have to enable the pon
sefhing on Porl mexdle configurmtion webh page. CUnby when bath Gelobal Mode and Fort Mode
on & given port are enabled, ARP Inspection is enabled on this given port. Secomd, vou can
specily whech ¥ 1ELAN will be mspecicd on YILEAN mode conliguratbon web page. [he log
Log Type type alsoe can be configured on per VILAN setiing

Possible tvpes nre:

None: Log nihing

DL‘I'I!.' ].1'\-1.' demicd emries

Permat: | o4 permitted entres

ALL: Log all entrics

Click "Add New Eniny® bution to create a new record of VAN configuration. Click "Save™ to store and active seitings.

7.5.3 Static Table

User can manually configure ARP Inspection Static Table to control port. After clicking "Security
Configure" > "ARP Inspection" > "Static Table", following screen will appear:

Pafoemnation & Stat
= Static ARP Inspection Table
P Metwors Admun
Contgus [ Dalete | Port [VLANID| MAC Address | 1P Address
i - Delete 1 »
Ppce o
¥ Advanced Configure L A3d New Ertey
oo s > Seow | | Reset
ePastaccd —
o S5
sMITFS
e Pont Secunty Lima
o D02 1X
PACL
POHCP

MPAMAL Source
Juard
v ARP IPapeIon
sPent
Corfuraton
oYL

o S20C Tadle
o Dymarnic Talle

Figuee T-950tc TabcConfiguration Screen
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Pom Click dn:p-:}:-un e b select whach ot should be fixed
VI0LAN Ivpe VILAN ILY ibat shoubd be lined to
1P Adidiess Type " Address that shoubd be fixed o
MAC Address ! Tvpe Mac Address that should be fixed 1o |
l:-'l'-rl-. " Mew Fnery™ hotion b create aonew record Chek "Sane™ toodore and active sstiings -
7.6 ACL

ACL is an acronym for Access Control List. It is the list table of ACEs, containing access control
entries that specify individual users or groups permitted or denied to specific traffic objects, such as
a process or a program. Each accessible traffic object contains an identifier to its ACL. The privileges
determine whether there are specific traffic object access rights.

ACL implementations can be quite complex, for example, when the ACEs are prioritized for the
various situation. In networking, the ACL refers to a list of service ports or network services that are
available on a host or server, each with a list of hosts or servers permitted or denied to use the
service. ACL can generally be configured to control inbound traffic, and in this context, they are
similar to firewalls.

7.6.1 ACL Ports Configure

After clicking "Security Configure" > "ACL" > "Ports", following screen will appear:

0 -
rharance A Steua ACL Ports Configuration Pl oo

.-.-.-...,.. [Por ] Palicy 10| Actien | Rate Limiter 0 | Pon Redlrect | Mirer | Logoing | Shindown | Saase [ Coumter|
Pl Cowtopn s _._.__..:.

¥ Sacurmy Condgpaw . .
oFaavmet SRS -
=) 2 onat - Paasdiet w . ' v re Eread
T *s
o Pot Seowt) Uit M'
Y 5% ' \ .- e
- -
L . Pies ey
Rty Lt ' -

Frgure 7-10 ACL Ports Configuration Screen
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Configuration object and description is:

There are 2 available options:
| Action Permit:  that specific port allows data going through
Dreny:  that gpecihic pon lorbad dala going through
|Hate LimiterlDy | Pont's fixed Rate Lemner 10, please go o Kate Limier I!'n:ln!':guruhl'-u for mwe detmls
| ; Solect which pon frames are redisected en. The allowed values are Dtabled or a specific pon numbser
| Port Redirect y
andl it can't be set when action & permiticd. The default value is “Disabled”
Specify the mirror apertion of this port. The alkwed values are
| Mirros Enahled: Frames received on the port are marrored
1
Mhsshlegd Frames recerved on the past are ot marrored
1
I'hee default vahue s "Dasahiled™
Logging Enabled or Disabled Log
.Hpm.' iy the port shut down operation of this port, The allowed vahues are
Enabled: 1T a frame is received on the port, the port will be disabled
Dimabled: Port shut down = disabled
shut Down
The default value i "Dhisabled”™
Mote: The shutdown feature only works when the packet length is less than 13 180withow YLAN
tagsh
.Hpﬁ ify the port state of this port. The allowsed values are
Enabled: To reopen ports by changing the volatile port configuration of the ACL user module
Stmte
Diisabled: To close poms by changing the volatile porl configuration of the ACL wser module.
I e default value B "Enabled”™
Counter Cioums the number of frames thal match this rule

Chek "Save” to siore and active seblmgs

7.6.2 Rate Limiter Configuration

User can make ACL Rate limiter configuration in this page. After clicking "Security Configure" >
"ACL" > "Rate Limiter", following screen will appear:
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Pinformason & Status ACL Rate Limiter Configuration

Petwork Admin
R Limiter ID | Rate | Unit
Port Configure -
1 O
YpoE 1 1 pps w
» Advanced Configure 2 tllps &
~ Security Configure 3 : I pps =
» Password 4 1 (ppe_ &
« 388 5 1 pps ™
sHTTPS 6 1 pp2 v
« Port Secunty Lima 7 1 pps w
L AL 8 1| ‘ppz W~
9 7lr e ™
)il
= ACCESS Control 1" 1 ‘ppr &
List 12 1| ooz ™
POHCP 13 | pp:r -

Figure 7-11 ACL Rate Lamiters Configuration Screen

Click "Save" to store and active settings.

7.6.3 Access Control List Configuration

User can make Access Control List Configuration in this page. After clicking "Security Configure" >
"ACL" > "Access Control List", following screen will appear:

Access Control List Configuration P TN G T T

ACE | Ingress Port | Policy | Divmash | Frame Type |

| Acton | Rate Limvter | Port Redirest | Micror | Counts i

anliey

oot Secusy Limt
oI u
—_—y
o
oPotn
» Rt Limans
I'-m«cn- ;

e ——

Figure 7-12 Access Control ListCoafiguration Screen

Chck @ button, to go to Access Control List, andd edit it.
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8. Diagnostics

8.1 Ping Test

Ping is a little program that can issue ICMP Echo packets to the IP address you defined. Destination
node will respond to those packets sent from switch. So, Ping test is to troubleshoot IP connectivity
issues.

After clicking "Diagnostics " > "Ping", followed screen appears:

Yinformation & Status ICMP Ping
P Network Admin
Pooct O IP Address 0.0.0.0
ort Configure
Ping Length 56
YPok Ping Count 5
» Advanced Configure Ping Interval |
» Security Configure (o]
) ‘
»QoS Configure

—-_(‘:—.iglénolagnosn cS
« CPU Load

Figure 8-1 Ping Test Screen

Configuration object and configuration is:

1P Address The destimabhion 1P Address that meeded o I"ln:._:

Ping Length | Input & number between 1 and 1452, Default: 56

. o The tirmses for Inpultmg Fng 1Pvd address or IPvG address { Mumber of echo reguests to send), Liser
ing Count
can inpul a aumber between 1 and 640

Ping laterval Iterval tiese for Ping (Send inberval foe each ICMP packet)

Click "Start" button to start Ping testing.
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8.2 Cable Diagnostics

The Cable Diagnostics performs tests on 10/100/1000BASE-Tcopper cables. These functions have
the ability to identify the cable length and operating conditions, and to isolate a variety of common
faults that can occur on the Cat5 twisted-pair cabling.

After clicking "Diagnostics" > "Cable Diagnostics", following screen will appear:

Pinformation & Status VeriPHY Cable Diagnostics

P Network Admin

o L

Ppok Start ';

? Acvanced Configure

* Socurity Configure

* QoS Configure &

= mlwn[walm]@']mmc PairD o

[T Olsgnoesics | 1 Open 0 0 Open 0
o 2 OK 3 oo< s 3 SR E 0
L'ccf';"o“w’““J 1 Open 0 Open 0 Open 0 Open 0
2o 4 Open 0 Open 0 Open 0 Open 0

Figure 8-2 Cable Diagnostics Screen

Click "Start" button to start “Cable Diagnostics" testing.

8.3 CPU Load

This page shows percent of CPU load. After clicking "Diagnostics" > "CPU Load", following screen will
appear:

CF Load T |

Figare 83 CPL] Load Screen
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9. System Default

9.1 Restart Device

This page is for restarting switch. After clicking "Maintenance " > "Restart Device", following screen
will appear:

“idormaton & Stshrs Restart Device

Fivatvenr iulmin

Hport Configare

#Are you sure you want to perform a Restart?

& Firmwarg Uipgrade
= Fiimiwang Salied
B aniigurabion

Mease click "Yes™ 1o restan the swilch.

9.2 Factory Default

This page is for making all settings to factory defaults. After clicking "Maintenance " > "Factory
Defaults", following screen will appear:

Pinformation & Status

Factory Defaults

P Netwock Admin

*Port Configure
Are you sure you want to reset the configuration to

PPok Factory Defaults?
* advanced Configure
¥ Security Configure
? QoS Configure
*Diagnostics
|~ Mantenance
s Restart Device
[« Factor) Detauts |
« Fiomvwace Upgrade

o Femwace Select
PConfiguraton

Please click "Yes" to reset the configuration to Factory Defaults.
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9.3 Firmware Upgrade

This page is for upgrading system firmware. After clicking "Maintenance " > "Firmware Upgrade",
following screen will appear:

Yinformation & Status Software Upload
»Network Admin

| Browse ll Upload |

»Port Configure
»PoE
» Advanced Configure
» Security Configure
QoS Configure
» Diagnostics
¥ Maintenance
= Restart Device
= Factory Defaults

| = Firmware Upgrade |
= Firmware Select

Please click "Browse" to select the firmware that needed to upgrade. And then click "Upload" to start
upgrading.

9.4 Firmware Select

This page is for upgrading system firmware. After clicking "Maintenance " > "Firmware Select",
following screen will appear:
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¥information & Status Software Image Selection

»Network Admin
m .7. ] w Qe -
»Port Configure g managed
»PoE Version 24GF-4G (standalone) V1.1-ONV-20150401
Date 2015-07-15T14,55:28+08:00
» Advanced Configure
» Security Configure Alternate Ima
Image  managed bk
»Qos Configure Version 24GF-4G (standalone) V1. 1-ONV-20150401
Y Diagnostics Date 2015-06-11721:44.05+08:00
¥ Maintenance | Activate Alternate Image || Cancel |
» Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
»Configuration

Please click "Activate Alternate Image" to select the firmware.

In this page, user can download, upload, activated or delete configuration files.

9.4.1 Download Configuration File

After clicking "Maintenance " > "Download", following screen will appear:
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Yinformation & Status
P Network Admin
*Port Configure

PPoE

» Advanced Configure
» Secunty Configure
*Qo$s Configure
»Diagnostics

¥ Maintenance

= Restant Device
= Factory Defaults

Download Configuration
Select configuration file to save

Please note. running-config may take a while to prepare for download.

O default-col

| Download Configuration |

= Firmware Upgrade

__=Firmware Select
wConfiguration
= Download

9.4.2 Upload Configuration File

After clicking "Maintenance " > "Upload", following screen will appear. Then user can upload

Configuration File.

Pinformascn & Status
¥ Notwork Admin

¥ Port Configure

Y pok

Upload Configuration

File To Upload

Destination File

File Name | Parameters

[ Upload Configuration |
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9.4.3 Activate Configuration

After clicking "Maintenance " > "Activate", following screen will appear. Then user can activate
Configuration File.

Frormuton & Stk Activate Configuration
Flistwa s ddrn
Sain] forileprilees B 12 setire The pr & pilemn =l fop ok 1 gl vty 13 lpak Of it e Cdrrat ey
¥ Posi Confapars
Fpei Flams nds Immwmn-gm“mu-np-:ﬂqmt.

9.4.4 Delete Configuration File

After clicking "Maintenance " > "Delete", following screen will appear. Then user can delete
Configuration File.

Pinformation & Status Delete Configuration File
P Network Admin

?Port Configure
»Pok No Ses available for deletion

»Advanced Contiqure [ Delete Configuration File J
? Security Configure
?Qo$ Configure
P Diagnostics
¥ Maintenance
« Restan Davice
« Factory DefauRs
« Frmware Upgrade
o Fmware Select
I wConSguraton I
s Downloac
o Upioac
. Actvate
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10. Appendix 1 Term List

English Mame Diesscriplion
ARP [ Address
Resolistion A protocal that converts an [P address to a physical addness
A | Prowcol )
Tor aubimadscally negonabe the working rabe amd duplex mode on bolh ends of the swidch
Aubo-Negolialon
amd other equipment
Excessive broadeast frames are senl across the network via a single port, The response i
B Hroadcast Stoem forwared information will stock up o the network, consume excessive network resources,
o Cawse netwiork hmaoals
Brroadcasting The farearding of data to all nodes in the network
CioS { Class of e . ]
. The 8021 p pronty scheme, The Col provedes a way (o add a pronty label o the packet
Service ) and divides ibe message into cighi levels Range of values: 0 - 7
DHCP { Dynamic
The IP address, subnet mask, and other information are digtribated ucall
Host Configurstion | o . ' ? ey
i1 the melwirk
o Protocol )
DSCP | DiffServe In & mix=bit domnin encapsulated in the [P header, the messoge can be divided into 64
_ levels
Code Point ) Value range: 0 ~ &3
. Eibe Etlbernel LISES a total line of 4lad opology and supports a transsmisisn rale of
1 i 1
o [0%Bps. The mew version, called fast Ethernet, can be up to [00Mbps,
Flow control enables low-spesd squipment to communicate with high speed devices. This
Flow Control kind of Mow control is the way 1o suspend the bag through high speed port 1o match the
speed of the high speed port and the speed of the bow-spead port
F E A ket comtaining the Teader amd gl infimostion el Ga e plysscal neliaom
ran layer.
d Lisimg the IEEERD2.3 x siandard, you con simulianeously receive and send datn
Full-Duplex
operations in bolh dirsctions al one Hme
Ulsing the Backpressure standard, you can only receive of send o data operatbon in one
n HalF-Diples
difecis al & e
IGMPE | Intemne
The mechamism of establishing and maintaining the relationship between the host ang
Group Management : : : :
three Layer multicast equapmend 1= provided
I | Pratocal )
T1EEE 802, 1p
IEEE 802 1q

(844) 200-1945 | sales@zenty.com

Page 73 of 77 Copyright © Zenty AV



mailto:sales@zenty.com

Qo5 { Chealsty of
i} A techmigue used o solve problems such as network lateney and corgestion
Suwive )
A groug -.|!-:|1u'-rl.-: s hl.lll.-;J-:-ﬁ'llh.ll-e_u.Tlrrurml-mm|r.|_a':4.Tr|.'-q1I¢'gE;|'-T|.1 increase the
Trunking
t bandwidih and enhancs the reliability of the connection
I Tos { Type of ; :
. Inan Babif domam encapsulated m the 11 heasder, o message representing diffenent
Service ) poonity characiensscs is represented
LIDE { User
! An pnconnedied, unrehable transpon: layer protocal
L Dratagram Probocol )
LITP(U nshiclded There is no shiclding medin owiside the douhle strand

I'wiasied Pairk

11. Appendix 2 FAQ

1. Why is it not normal to display a page through a WEB browsing configuration?

A: Before accessing the WEB, remove the cache and COOKIES of IE. Otherwise, it may cause the
abnormal.

2. Forget the Password?

A: Forgetting the login password can be used to initialize the password by restoring the factory
settings. Press the button at 10s.Initial user name "admin" and password "system”.

3. Would be both working if configure by web or CLI?

A: Yes, both ways are working.
4. Why can’t increase bandwidth after configuring Trunking ?

A: Please check if the information of Trunking set port is the same, including rate, duplex mode and
VLAN etc.

5. How to deal with the problem of partial ports of switch?

A: When some ports are blocked on the switch, it may be the network cable fault, the network card
failure or the switch port failure, users can test by following steps:

Test the failure:

a. The connection of the computer and switch ports remains unchanged and replace other
network cables.

b. The network cable and switch port remain unchanged and change the computer;

¢. The network cable and computer remain unchanged and replace the switch ports;
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d. If confirmed that is caused by the switch port failure, please contact the supplier for maintenance
6. What is the order of the port self-adaptive status detection?

A: Port of state testing was conducted in the following order: 1000Mbps full-duplex, 100Mbps full-
duplex, 100Mbps half-duplex, 10Mbps full-duplex, 10 Mbps half-duplex. And automatically connect
with maximum speed.

12. Maintenance

Clean this unit with a soft, dry cloth. Never use alcohol, paint thinner, or benzine to clean.

13. Warranty

If your product does not work properly because of a defect in materials of workmanship, our company
(referred to as “the warrantor”) will, for the length of the period indicated as below, “Parts and Labor
(5) Years”, which starts with the date of original purchase (“Limited Warranty period”), at its option
either (a) repair your product with new or refurbished parts, or (b) replace it with a new or a refurbished
product. The decision to repair or replace will be made by the warrantor.

During the “Labor” limited warranty period, there will be no charge for labor. During the “Parts”
warranty period, there will be no charge for parts. You must mail-in your product during the warranty
period. This Limited Warranty is extended only to the original purchaser and only covers products
purchased as new. A purchase receipt or other proof of original purchase date is required for Limited
Warranty service.

14. Mail-In Service

When shipping the unit, carefully pack and send it prepaid, adequately insured, and preferably in the
original carton. Include a letter detailing the complaint and provide a day time phone and/or email
address where you can be reached.

15. Limited Warranty Limits and Exclusions

This Limited Warranty ONLY COVERS failures due to defects in material or workmanship, and DOES
NOT COVER normal wear and tear or cosmetic damage. The Limited Warranty ALSO DOES NOT COVER
damages which occurred in shipment, or failures which are caused by products not supplied by
warrantor, or failures which result from accidents, misuse, abuse, neglect, mishandling,
misapplication, alteration, faulty installation, set-up adjustments, mis-adjustment of consumer
controls, improper maintenance, power line surge, lightning damage, modification, or service by
anyone other than a Factory Service center or other Authorized Servicer, or damage that is attributed
to acts of God.

THERE ARE NO EXPRESS WARRANTIES EXCEPT AS LISTED UNDER “LIMITED WARRANTY COVERAGE".
THE WARRANTOR IS NOT LIABLE FOR INCIDENTAL OR CONSEQUENTAIL DAMAGES RESULTING FROM
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THE USE OF THIS PRODUCT, OR ARISING OUT OF ANY BREACH OF THIS WARRANTY. (As examples, this
excludes damages for lost time, cost of having someone remove or re-install an installed unit if
applicable, travel to and from the service, loss of or damage to media or images, data or other recorded
content. The items listed are not exclusive, but are for illustration only.) PARTS AND SERVICE, WHICH
ARE NOT COVERED BY THIS LIMITED WARRANTY, ARE YOUR RESPONSIBILITY.
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